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Today’s Agenda

Restricting and deleting
comments made on law
enforcement “official” social
media accounts

Brief Primer on Public
Records Law and Application
to Social Media

Regulating employee conduct
on personal social media
accounts
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Restricting and Deleting
Comments on Official Govt Sites
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Three Prong Test to Assess 1St
Amendment Violation
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acted under color of law in *
operating their social
media accounts

engaged in prohibited
discrimination
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Operating Under Color of Law

The actor uses the account “for conducting official business” and
has given the account “the trappings of office”

Official business may include disseminating official information,
communicating with constituents, and using governmental staff and
resources in operating the account

Trappings of office may include the use of official titles, governmental
language and imagery, links to official internet sites in the timeline,
and frequent reference to official matters in the content
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Type of Forum Determines
Government Control of Speech

Traditional Public : Limited or

* Open to all types * Not open for « Government
of expression public opens a
expression nonpublic forum
« Government for specific
limited to « Government can purpose and
regulating time, deny all access defines
place and acceptable use
manner
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What Forum Type is Official
Government SM?

[—
Based on recent case law,

government established SM accounts
are “at least limited or designated
public forums

Some argue it is a traditional public
forum
— Retired US Supreme Court
Justice Stevens called it the “most
public of spaces”

Purpose statements and comment
policies are needed
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Rules of the Game for
A Limited/Designated Forum

Government defines purpose and allowed
expression.

Courts defer to government’s choices if rational in
relation to the stated purpose.

Viewpoint discrimination is always prohibited.
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Prohibited Discrimination

Viewpoint Discrimination:
Prohibited under any
circumstance

Content Discrimination: Only
allowed when government DI !
satisfies strict scrutiny of
restriction “necessary to serve a
compelling state interest and
that it is narrowly drawn to
achieve that interest”

*Less Restrictive Measures Offered by Social Media Platforms May Tip the Scales*
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Current Social Media Case Law

Governmental Speech Determination Led to:

— @realDonaldTrump Twitter account cannot block followers

(First Amendment violation). Knight First Amendment Institute v.
Donald J. Trump, 302 F. Supp. 3d 541 (2018)

— Loudon County Board Chair’'s Facebook page (“Chair
Phyllis J. Randall”), cannot block followers or restrict

comments that criticize official conduct of elected officials.
Davison v. Loudoun County Board of Supervisors, 267 F. Supp. 3 702 (2017)

Judge Cacheris wrote “Such ‘criticism of . . . official conduct’ is not
just protected speech, but lies at the very “heart” of the First
Amendment.”
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Robinson v. Hunt County, 2019

— The Hunt County Sheriff Office posted a SM policy that stated “inappropriate”
comments would be deleted. Ms. Robinson (citizen) posted a comment stating
that “degrading or insulting police officers is not illegal, and in fact has been
ruled time and time again, by multiple US courts as protected First Amendment
speech,” and “just because you consider a comment to be ‘inappropriate’
doesn’t give you the legal right to delete it and/or ban a private citizen from
commenting on this TAX PAYER funded social media site.”

— 5% Circuit Court ruled in her favor stating Robinson contends that the
defendants’ actions constitute viewpoint discrimination regardless of whether
they were motivated by her criticism of the Sheriff’'s Office or a determination
that her comment was otherwise “inappropriate.” We agree. “It is firmly settled
that under our Constitution the public expression of ideas may not be prohibited
merely because the ideas are themselves offensive to some of their hearers.”
Street v. New York, 394 U.S. 576, 592 (1969); see also Snyder v. Phelps, 562
U.S 443, 454-56 (2011). Official censorship based on a state actor’s subjective
judgment that the content of protected speech is offensive or inappropriate is
viewpoint discrimination.
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EFF/PETA v. Texas A&M

Fascinating case settled out of court

— Texas A&M used the expanded profanity filter
option to include words like "PETA," "lab,”
and "cruel”

— They also removed comments manually
related to PETA type posts about their dog lab

— Judge refused to toss case of viewpoint
discrimination based on “content filtering”
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The Government’s Speech
and the Constitution

“But once the government chooses a
platform that permits public comment, it
has created a type of forum for
nongovernmental parties’speech, and 1t
1s now bound by traditional First
Amendment principles when regulating
the speech ofthe commenters...”

Helen Norton
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What About the “Govt Speech”
Claim?

Govt claims “one way communication of government speech”, but
there are clear examples of general commentary on almost all sites
so the claim falls short.

Most governments appear to allow positive statements but hide or
delete any negative statements, which is...

Viewpoint Discrimination

Golden Rule of Social Media: if you don’t want to have
commentary from the public, then don’t use social media for
communication purposes (stick to your traditional website)
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Our Story

@I TOWN O MOMDAY, NOVEMBER 4, 2018

This page is intended to be a nonpolitical communication tool for residents, property owners
and others who are interested in the Town. We don’t currently accept comments to posts, but
if vou have questions, please feel free to message us and we'll respond as soon as possible.

n
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Congratulations Captain Harry Humphries on your
retiremant! Thank you for 20 years of service with
tha Town of

ﬂo 113 24 Comments 5 Sharas

L{f] Like "._F_. Comment ;:{) Share s B

Oldast =

View 9 more comments

. Jeff Harvey Congratulations

Like - Reply - 1w

Kevin Reynolds Congratulations Hamy,

Like - Reply - 1w

@ Robert Joseph Congratulations!
Like - Reply - 1w




Tawn of Government, =-°
NC
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Plot Twist!

Facebook has now
created an option for
“Pages” to disable
comments (as of April
1, 2021)

If you don’t want
comments, turn them
off completely, instead
of allowing comments
then deciding to mute
them
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C @ https://www.facebook.com/capitalcombat W o

0 Q, search Facebook @' Fj @ @ 'a Shannon T ~ | 3 v

Manage Page ‘ Capital Combat Aca... /' Edit Send Message -1 . .

9 Capital Combat Academy & Pers X +

a Capital Combat Academy & Per= X +

C @& https//www.facebook.com/capitalcombat Yr o

0 Q search Facebook 'a Shannon I~ 1 3 e

Who can comment on your post?

@ Public

Pages you follow

@ Profiles and Pages you mention

Your choice only affects this post. Learn more

n
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Back to Your Comment Policy

Create a robust, leqgal, and routinely enforced comment

policy.

Create a policy that states all comments must be related

to items within the authority or jurisdiction of your

governmental entity.

— This allows some of the “nutty” stuff to be removed (like Area 51
comments, etc)

You cannot create a broad policy that creates viewpoint

discrimination ever!

— If you delete commentary that is not related to your entity’s
jurisdiction or authority, you must delete all such commentary,
not just the items that you disagree with.
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Model Policy Language

The XXX City/County uses social media to interact with residents, businesses and
visitors about public issues related to our jurisdiction. Please note this is a moderated
online discussion site and subject to North Carolina Public Records Laws, and e-
discovery laws and policies. All comments and content shared on our government-
sponsored social media sites must pertain to items within the jurisdictional control or
authority of our governmental unit.

XXX City/County reserves the right to delete submissions that do not meet the
purpose of this site as set out above. The following are examples of unacceptable
social networking content and comments. Please note this list is not intended to be
all-inclusive:

Any content or comments that do not relate to the jurisdiction or authority of the
jurisdiction itself.

Profane or obscene language or content as determined by the profanity filters
offered through each social media platform (such posts result in the
comment/content being blocked through the social media’s profanity filter).
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Content that promotes, fosters, or perpetrates discrimination on the basis of race,
creed, color, age, religion, gender, marital status with regard to public assistance,
national origin, physical or mental disability, or sexual orientation, or any other
protected class of people.

Duplicate posts by the same author (the original post will be left intact assuming it
follows the guidelines of acceptable comments or content).

Solicitations of commerce and/or, including content that contains gratuitous links (links
or references to other relevant governmental webpages or official government sites are
acceptable).

Promotions or content related to political organizations of any type.
Advocation of illegal activity; or those that compromise safety or security of the public.
Infringement on copyrights or trademarks.

Confidential or non-public information, including but not limited to any personally
identifiable medical information and any content that violates the legal rights of the
owner of said content.

Please note that the opinions and comments expressed on this social media site do not
reflect the opinions and positions of the XXX government, its officers or employees. If you
have any questions concerning the operation of our social media platforms and the
moderated discussion rules, please contact the XXX.
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Can We Restrict Negative
Commentary Related to Individual
Police Officers?

No, if the comment is
related to something within
the authority or jurisdiction

of the government and
does not violate any other
comment policy items
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Yes, if the comment is
outside the jurisdiction’s
authority/jurisdiction and/or
violates comment policy
items



Hiding vs. Deleting
Comments?

There is no legal (First Amendment) difference
between hiding and deleting comments
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More Golden Rules

Consider your social media platforms along the lines
of a public meeting to analyze legality of your actions

Consider a policy addition that requires notice to
commentor when said comment violates policy and
will be removed, along with time period for response

If you don’t want negative public comments, don’t
use Facebook.
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Public Records Primer




LA LA LA LA..NOT LISTENING!’

e

Is it a public record? &

1. Work-related texts, emails, documents, voicemails, etc.,
sent/received over work-owned devices?

2. Personal texts, emails, etc., sent/received over work devices?

3. Work-related texts, emails, etc., sent/received over personally-
owned devices?

4. Work-related social media postings sent/received on work-
sponsored social media accounts?

5. Work-related social media postings sent/received on personal
social media accounts?
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Definition of a Public Record

DDDDDDDDD

(NCGS 132-1)

All documents, papers, letters, maps, books, photographs, films,
sound recordings, magnetic or other tapes, electronic data-
processing records, artifacts, or other documentary material,
regardless of physical form or characteristics, made or received
pursuant to law or ordinance in connection with the transaction of
public business by any agency of North Carolina government or its
subdivisions.

Agency of North Carolina government or its subdivisions shall mean
and include every public office, public officer or official (State or
local, elected or appointed), institution, board, commission, bureau,
council, department, authority or other unit of government of the
State or of any county, unit, special district or other political
subdivision of government.
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Basic Information

Government-sponsored social media postings are public
records.

The retention period for the record is determined by the
content of the posting (not the type of media).

— The schedule related to website retention does not apply
to social media postings.

Most social media postings will be of short-term value or
considered under the Routine Correspondence and
Memoranda.

Retention requirements under litigation holds (e-discovery)
are different than public records requirements.

Metadata associated with social media postings remains a
concern, as most archiving methods do not capture it.
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Records Retention

Records retention schedules dictate what must be kept, and
for how long and provide legal authority to destroy

Records of “short term value” need not be retained

— Personal messages (including electronic mail) not related to
official business.

— Records that do not contain information necessary to conduct
official business, meet statutory obligations, carry out
administrative functions, or meet organizational objectives.

Sheriff’s Office, in conjunction with local governing board,
must set retention policy for areas noted as “when reference
value ends”. Police Departments fall under Municipal
Schedule.

NNNNNNNNN


http://www.records.ncdcr.gov/local/

Specific Language

This local government agency and the Department of Natural and Cultural Resources agree that certain records
series possess only brief administrative, fiscal, legal, research, and reference value. These records series have been
designated by retention periods that allow these records to be destroyed when “reference value ends.” The local
government agency hereby agrees that it will establish and enforce internal policies setting minimum retention
periods for the records that Natural and Cultural Resources has scheduled with the disposition instruction “destroy
when reference value ends.” If a local government agency does not establish internal policles and retention periods,
the [ocal government agency is not complying with the provisions of this retention schedule and is not autharized
by the Department of Natural and Cultural Resources to destroy the records with the disposition instruction “destroy
when reference value ends.”

APPROVAL RECOMMENDED
- o \,{rmo.ﬁw (C- - 1(4‘55’\' L,'R
Caounty Sheriff Sarah E. Koonts, Director

Division of Archives and Records

APPROVED

B Bvan ‘%-{m/

Chalrman Bd Count\,.r C{:-mmlssmners Susan W. Kluttz, Secretary
Department of Natural and Cultural Resnurces

County:

n
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Examples from 2015 Schedule

e e L R R i e e o R e

14. CITIZEN SURVEYS Destroy in office when reference value ends.7
Surveys and related records addressing agency Agency Policy: Destroy in office after
services, policies, and other concerns.
52. REPORTS AND STUDIES a) Retain in office 1 copy of all annual and biennial reports

n

Records concerning the performance of a department,
program, or project, as well as those created for
planning purposes. Includes all annual, sub-annual, or
irregularly prepared research studies, reports, and
studies generated by an agency or prepared by
consultants hired by the agency.

See also CIVIL RIGHTS RECORDS, page 29, item 3, and
COMPREHENSIVE PLAN, page 4, item 15.

SCHOOL OF GOVERNMENT

permanently.

an agency's governing body or a court permanently.

c) Destroy in office reports prepared monthly, bimonthly, or
semi-annually after 3 years.

d) Destroy in office activity reports concerning workload
measurements, time studies, number of jobs completed,
etc., prepared on a daily or other periodic basis, after 1
year.

e) Destroy in office remaining reports and studies when

reference value ends.T
Agency Policy: Destroy in office after

Retention Note: Reports and studies listed elsewhere in this
schedule should be retained the specified period of time.

b) Retain in office reports and studies prepared by request of




Examples of Facebook Postings and
Retention Requirements

SCHOOL OF GOVERNMENT



“Short-Term Value” or “Routine
Correspondence and Memoranda”
Categories

g2, Catawba County, North Carolina
: &Z‘ Chedk out the new Catawba County Parks Spring eNewsletter!
.-_\ A

Vi Catawba County Parks
enewsletter, catawbacountync.go The “likes” would either be
considered public records of

e e i B “Short-Term Value or “Routine
BB in the North Carolina foothils, Our area, which has seen an Correspondence and Memoranda”
¢ O ccnecially cold winter this year 5 getting ready to burst into life per the County/Municipal Agency
Ml 1tic eyciting to know that the natural world is about to come fu retention schedules. The record

drdle and begin itself anew-and can be destroyed when

B administrative value or reference
¢] VR TRERICI oA value ends.

Sheriff Office & Municipal Law
Enforcement Retention Schedule:
pages x and 3

i ‘ UNC *Reposts don’t have to be retained

oooooooooooooooooo



Citizen Complaints & Service Requests

g4, Catawba County, North Carolina

.
Jﬁtﬂ Public Health brings flu immunization to 2500 students after cases increase in
N/ schoos,
-:'rl'ill‘}"-“"
In early February, after flu cases in school spiked in late January, Public Health
worked with all three local school systems to offer flu vacdnes free of charge to
children enrolled in pre4indergarten through twelfth arade.

http:/ /www.catawbacountync.gov
[events/schoolflu.pdf
www. catawbacountync.gov

- -
I A T, R
@ LIKE * LOomme ohare

. | April Williams Seems like it would have been nice to have offered
the shots before the spike in flu. By the time they were given, my
T thild already had the flu and missed 3 days of schoal.

Monday at 9:38am - Lik
Yionday 4t 3. 2048 IKE

fl | UNC
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This comment could be considered
a citizen complaint and would be
categorized under “Citizen
Complaints and Service Requests”.
The record can be destroyed one
year after resolution of the
complaint.



Correspondence and Memoranda

AL

p &, Catawba County, North Carolina
&\a LUPDATE: Everette Hewitt is now in cusbady Thanks to everyone for your tips!

L= = T rmmeEn

\f#a3 HkE T Lomment
E5 40 people like this.

Shane Lail Big thanks to our sheriff's dept.!

ch 16 at 9:31am - Like - 4 2 people “re ”
The comments and “likes” would

I‘-1argarval: Cavanagh Revis Good news!

-
ﬂ ch 16 at 9:41am - Like * & 1 person either be considered public records
ﬂ Kim Killian Great job ! of “Short-Term Value or “Routine
ch 16 at 9:41am - Like - &) 1 person C d d M d ”

ﬁ Natasha Lvnn ConlavThankuHISUd'n good news to hear!! OrreSpon ence an_ . emoranda

arch 16 at 9:47am - Like per the County/Municipal Agency
“ Nellie Mcleod GreanThankyn:nul MNow we can sleep better retention SChedUIeS. The record

P March 16 at 10:05am - Like - &3 1 person
¢ M. David Brittain Great job by all the departments involved with — can be deStrOyed When

the search. Thank you for all your hard work! administrative value or reference

o March 16 at 10:19am - Like
value ends.

Miya H Teague Congratulations to Sh. Reid and his department
and all the others who helped in this search. Hopefully this will put
him away for a long time. Wil be thinking and praying for the families
of those who he shot.

March 16 at 10:34am - Like

“ Roger Carmen Givens Praise God!
March 16 at 10:43am - Like

'rite @ comment

fl | UNC
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Public Safety “Daily Bulletins”**

A L-‘.?}. Catawba County, North Carolina
& :‘ Catawba County authorities are looking for Everette Hewitt (pictured) in
' connection with @ deadly home invasion this morning in Conover. Hewitt is
described as a thirty-two year old black male, about five feet ten inches tall with a
large growth near his left ear and nedk. He was last seen wearing a white t-shirt
and silver shorts. Call the Catawba County Sheriff's Office at 823-464-5241 or 911
if you know his whereabouts,

..'_\- = Yy
Vi i

The nature of this posting and the
citizen tips would be considered
£ “Daily Bulletins” per the County
Sherriff's and Municipal Law
e Enforcement retention schedules.
O oy s e Coh e drt oo The record can be destroyed when

- Shawna Krauss Cloninger Where was he last seen??? adm|n|strat|ve Value or reference

[}
o
]
(1l
T

March 15 at 9:37pm - Like

Dawn Kilby There was a guy on Emmanuel Church Rd just before va I ue ends .
the bridge about 2 hours ago, white t-shirt but light blue shorts. —
Went by quickly so not sure about it being him, but possibility. Maybe
the shorts were silver instead of light blue, difficult to say since it

vas sk o and douc, What about a tip pursuant to a
ﬁ J_enn'rf_er Cook I.(erns Dawn, I hope that you contacted the police mu rd erl nveStlg atl on ’ a rreSt an d
e prosecution?

7| Catawba County, Morth Carolina Dawn, we passed this
& 7 information on to the communications center, thanks for the tip! Feel
" free to call the Catawba County Sheriffs Office at 328-454-5241 or
911 with any information.

n
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What About My Personal
SM Accounts/Personally Owned
Phone Messages & Public Records?

oooooooooooooooooo



eee00 Verizon LTE 3:56 PM < 43% W )

Darrell Morton >
And here we go... <= e oL
hey John was watching
the town meeting and
was wondering about

If you are transaCtlng this golf cart ordiance.

. . . If you have a NC street
public business, then it legal golf cart that NC
law allows on roadways
of 35 and under that

constitutes a public S

insured does this have

record, be it a FB post . obe rnspectea
. k-, the town as well.
and comments, private
message, efc. e

carts. Street legal carts
are motor vehicles and
fall under chapter 20.

[\ alalala a

Hey Darrell, hope all is
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How To Retain the Public Record

Archiving services
Download features on SM platforms
Plain Ole Print (with time/date stamps)




Regulating Employee Behavior
on Personal Social Media Accounts
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First Amendment

Three prong test (Pickering, Garcetti cases)
— |s the issue a matter of public concern?

— Is the employee speaking as a function of their job
duties?
— Whose interests are more important—government or
individual?
Location/time of posting matters
Position matters
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To determine if a public employer unlawfully retaliated
against an employee for the employee’s speech, recent
court decisions ask three questions:

1. Whether the employee engaged in protected speech?

2. Whether the action taken against the employee would
discourage an individual of ‘ordinary firmness’ from engaging
in the activity that led to their discipline?

3. Whether the employee’s protected speech was ‘a
motivating factor’ behind the adverse action taken against
the employee?
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Conduct Becoming

The more important you are, the more your behavior matters

— Key issue noted in Bennett vs. Metro of Nashville was the employee’s
low-level position

Blurring of personal and professional lines

Many issues are emerging

— Judicial behavior

— Teacher actions

— Public safety professionals (Savannah firefighter case)

Policies governing speech/behavior cannot be overly broad
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Case:

Female government employee gets her nipple pierced and
documents the process on personal SnapChat.

A Commissioner is shown a screenshot of said activity.
Commissioner calls for employee to be terminated.
Other Commissioners believe it is illegal to fire her.
They have no written conduct policy.

What do you advise?
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Analysis/Recommendation:

Legal Perspective
Piercings and tattoos not protected speech (generally speaking)

Depends on their specific employment contract
Presence of policies related to employee conduct during non-work hours

Practical Perspective:
Event coordinator is not operating in an official capacity on that social

media platform (meaning it is her personal snap chat site and not one set

up for the town)
She doesn’t tie herself to the jurisdiction on that site expressly

The organization has no conduct policy in place

Not advisable to fire or discipline: sit down and have a chat about how her
posts might create situations for her in your organization (or other

organizations)
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Formal, Written Conduct Policy

DOES
ANYONE
KNOW

WHERE WE
KEEP THE
UNWRITTEN




Sample PD Social Media Policy
Section V. Personal Use

A. Precautions and Prohibitions
Barring state law or binding employment contracts to the contrary, department
personnel shall abide by the following when using social media.

1. Department personnel are free to express themselves as private
citizens on social media sites to the degree that their speech does not
impair working relationships of this department for which loyalty and
confidentiality are important, impede the performance of duties,
impair discipline and harmony among coworkers, or negatively affect
the public perception of the department.

DDDDDDDDDDDDDDDDDD



2. As public employees, department personnel are cautioned that speech
on- or off-duty, made pursuant to their official duties—that 1s, that
owes 1ts existence to the employee’s professional duties and
responsibilities—is not protected speech under the First Amendment
and may form the basis for discipline if deemed detrimental to the
department. Department personnel should assume that thewr speech
and related activity on social media sites will reflect upon their office
and this department.

3. Department personnel shall not post, transmt, or otherwise
disseminate any information to which they have access as a result of
their employment without written permission from the chief executive
or his or her designee.

oooooooooooooooooo



4. For safety and security reasons, department personnel are cautioned
not to disclose their employment with this department nor shall they
post information pertaining to any other member of the department
without their permission. As such, department personnel are
cautioned not to do the following:

a) Dasplay department logos, uniforms, or sumilar identifying items
on personal web pages.

b) Post personal photographs or provide similar means of personal
recognition that may cause them to be 1dentified as a police officer
of this department. Officers who are, or who may reasonably be
expected to work 1n undercover operations, shall not post any form
of visual or personal identification.

oooooooooooooooooo



5. When using social media, department personnel should be mindful that
their speech becomes part of the worldwide electronic domain.
Therefore, adherence to the department’s code of conduct 1s required
in the personal use of social media. In particular, department personnel
are prohibited from the following:

a) Speech containing obscene or sexually explicit language, images,
or acts and statements or other forms of speech that ridicule,
malign, disparage, or otherwise express bias against any race, any
religion, or any protected class of individuals.

b) Speech involving themselves or other department personnel
reflecting behavior that would reasonably be considered reckless or
nresponsible.

6. Engagig in prohibited speech noted herein, may provide grounds for
undermining or impeaching an officer’s testimony in criminal

proceedings. Department personnel thus sanctioned are subject to
discipline up to and including termination of office.

oooooooooooooooooo



Apply the Policy:
Round 1
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Officer A’s FB Posting

“Sitting here reading posts referencing rookie cops becoming
instructors. Give me a freaking break, over 15 years of data
collected by the FBI in reference to assaults on officers and
officer deaths shows that on average it takes at least 5 years for
an officer to acquire the necessary skill set to know the job and
perhaps even longer to acquire the knowledge to teach other
officers. But in today’s world of instant gratification and political
correctness we have rookies in specialty units, working as field
training officer’'s and even as instructors...”
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Officer B’s FB Response

Well said bro, | agree 110%... Not to mention you are seeing
more and more younger Officers being promoted in a Supervisor/
or roll. It's disgusting and makes me sick to my stomach DAILY.

Perfect example, and you know who I'm talking about..... How
can ANYONE look up, or give respect to a SGT in Patrol with
ONLY 1 1/2yrs experience in the street? ...

It's a Law Suit waiting to happen. And you know who will be
responsible for that Law Suit? A Police Vet, who knew tried telling
and warn the admin for promoting the young Rookie who was too
inexperienced for that roll to begin with.
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Policy Violation?
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Policy can still violate the law

LAW!

BREAKIN' THE
LAW!
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Apply the Policy:
Round 2
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FB Profile
Picture

oooooooooooooooooo

Posted ‘by on on
their FB Page

Undercover Officer
Posted on Personal
SM Page



Policy Violation?
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Policy must be routinely and
equitably enforced

SCHOOL OF GOVERNMENT



Apply the Policy:
Round 3
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My Apologies in Advance

These are a police officer’s public FB postings

THAT MﬂMENT

i t .

ISN'T SET TO PRIVATE

[

mmuu REALIZE YOUR FACEBOOK |




Policy Violation?
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Apply the Policy:
Round 4
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Profile Pictures

Ever shouted, "Famk the Police"? Well, here's your

chance

PN | SCHOOL OF GOVERNMENT



Policy Violation?
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Other Common Topics

Requiring employees to identify their association with the agency whenever
they are commenting on official services/products as part of official job
duties (example: FB engagement)

Requiring disclaimers when employees that his/her views do not represent
the views of the agency when commenting on governmental content

Suggesting caution when posting photographs and names of co-workers or
citizens (common area for HIPAA violations)

Reminder that agency has the right to lawfully and respectfully monitor
employee social media postings and other online activities for compliance
with agency policies. This monitoring usually occurs if the agency staff have
“friended” one another or if a citizen brings in material from a person’s
postings

SCHOOL OF GOVERNMENT



Regularly Check Your SM Settings!

* Turn on “Approve all

tagged posts or photos
D prior to posting to my
page’

- Limit who can send you a
friend request

- Limit searching for your
account on search
engines

SCHOOL OF GOVERNMENT
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