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A couple of the provisions of the HIPAA privacy rule that are most relevant to disclosures
to law enforcement officials.

§ 164.103 Definitions.
As used in this part, the following terms have the following meanings:

Required by law means a mandate contained in law that compels an entity to make a use or
disclosure of protected health information and that is enforceable in a court of law. Required by
law includes, but is not limited to, court orders and court-ordered warrants; subpoenas or
summons issued by a court, grand jury, a governmental or tribal inspector general, or an
administrative body authorized to require the production of information; a civil or an authorized
investigative demand; Medicare conditions of participation with respect to health care providers
participating in the program; and statutes or regulations that require the production of
information, including statutes or regulations that require such information if payment is sought
under a government program providing public benefits.
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8 164.512 Uses and disclosures for which an authorization or opportunity to agree or object
is not required.

A covered entity may use or disclose protected health information without the written
authorization of the individual, as described in 8164.508, or the opportunity for the individual to
agree or object as described in 8164.510, in the situations covered by this section, subject to the
applicable requirements of this section. When the covered entity is required by this section to
inform the individual of, or when the individual may agree to, a use or disclosure permitted by
this section, the covered entity's information and the individual's agreement may be given orally.

(a) Standard: Uses and disclosures required by law.

(1) A covered entity may use or disclose protected health information to the extent that such use
or disclosure is required by law and the use or disclosure complies with and is limited to the
relevant requirements of such law.

(2) A covered entity must meet the requirements described in paragraph (c), (e), or (f) of this
section for uses or disclosures required by law.

(f) Standard: Disclosures for law enforcement purposes. A covered entity may disclose protected
health information for a law enforcement purpose to a law enforcement official if the conditions
in paragraphs (f)(1) through (f)(6) of this section are met, as applicable.

(1) Permitted disclosures: Pursuant to process and as otherwise required by law. A covered
entity may disclose protected health information:



(1) As required by law including laws that require the reporting of certain types of wounds or
other physical injuries, except for laws subject to paragraph (b)(1)(ii) or (c)(1)(i) of this section;
or

(if) In compliance with and as limited by the relevant requirements of:

(A) A court order or court-ordered warrant, or a subpoena or summons issued by a judicial
officer;

(B) A grand jury subpoena; or

(C) An administrative request, including an administrative subpoena or summons, a civil or an
authorized investigative demand, or similar process authorized under law, provided that:

(1) The information sought is relevant and material to a legitimate law enforcement inquiry;

(2) The request is specific and limited in scope to the extent reasonably practicable in light of the
purpose for which the information is sought; and

(3) De-identified information could not reasonably be used.

(2) Permitted disclosures: Limited information for identification and location purposes. Except
for disclosures required by law as permitted by paragraph (f)(1) of this section, a covered entity
may disclose protected health information in response to a law enforcement official's request for
such information for the purpose of identifying or locating a suspect, fugitive, material witness,
or missing person, provided that:

(i) The covered entity may disclose only the following information:

(A) Name and address;

(B) Date and place of birth;

(C) Social security number;

(D) ABO blood type and rh factor;

(E) Type of injury;

(F) Date and time of treatment;

(G) Date and time of death, if applicable; and

(H) A description of distinguishing physical characteristics, including height, weight, gender,

race, hair and eye color, presence or absence of facial hair (beard or moustache), scars, and
tattoos.



(ii) Except as permitted by paragraph (f)(2)(i) of this section, the covered entity may not disclose
for the purposes of identification or location under paragraph (f)(2) of this section any protected
health information related to the individual's DNA or DNA analysis, dental records, or typing,
samples or analysis of body fluids or tissue.

(3) Permitted disclosure: Victims of a crime. Except for disclosures required by law as permitted
by paragraph (f)(1) of this section, a covered entity may disclose protected health information in
response to a law enforcement official's request for such information about an individual who is
or is suspected to be a victim of a crime, other than disclosures that are subject to paragraph (b)
or (c) of this section, if:

(1) The individual agrees to the disclosure; or

(if) The covered entity is unable to obtain the individual's agreement because of incapacity or
other emergency circumstance, provided that:

(A) The law enforcement official represents that such information is needed to determine
whether a violation of law by a person other than the victim has occurred, and such information
is not intended to be used against the victim;

(B) The law enforcement official represents that immediate law enforcement activity that
depends upon the disclosure would be materially and adversely affected by waiting until the
individual is able to agree to the disclosure; and

(C) The disclosure is in the best interests of the individual as determined by the covered entity, in
the exercise of professional judgment.

(4) Permitted disclosure: Decedents. A covered entity may disclose protected health information
about an individual who has died to a law enforcement official for the purpose of alerting law
enforcement of the death of the individual if the covered entity has a suspicion that such death
may have resulted from criminal conduct.

(5) Permitted disclosure: Crime on premises. A covered entity may disclose to a law
enforcement official protected health information that the covered entity believes in good faith
constitutes evidence of criminal conduct that occurred on the premises of the covered entity.

(6) Permitted disclosure: Reporting crime in emergencies.

(i) A covered health care provider providing emergency health care in response to a medical
emergency, other than such emergency on the premises of the covered health care provider, may
disclose protected health information to a law enforcement official if such disclosure appears
necessary to alert law enforcement to:

(A) The commission and nature of a crime;



(B) The location of such crime or of the victim(s) of such crime; and
(C) The identity, description, and location of the perpetrator of such crime.

(i) If a covered health care provider believes that the medical emergency described in paragraph
(F(6)(i) of this section is the result of abuse, neglect, or domestic violence of the individual in
need of emergency health care, paragraph (f)(6)(i) of this section does not apply and any
disclosure to a law enforcement official for law enforcement purposes is subject to paragraph (c)
of this section.
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A couple of the most relevant state law provisions
§ 90-21.20B. Access to and disclosure of medical information for certain purposes.

@ Notwithstanding G.S. 8-53 or any other provision of law, a health care provider may
disclose to a law enforcement officer protected health information only to the extent that the
information may be disclosed under the federal Standards for Privacy of Individually Identifiable
Health Information, 45 C.F.R. § 164.512(f) and is not specifically prohibited from disclosure by
other state or federal law.

(@l) Notwithstanding any other provision of law, if a person is involved in a vehicle crash:

(1)  Any health care provider who is providing medical treatment to the person shall, upon
request, disclose to any law enforcement officer investigating the crash the following
information about the person: name, current location, and whether the person appears to be
impaired by alcohol, drugs, or another substance.

@) Law enforcement officers shall be provided access to visit and interview the person upon
request, except when the health care provider requests temporary privacy for medical reasons.

(3) A health care provider shall disclose a certified copy of all identifiable health information
related to that person as specified in a search warrant or an order issued by a judicial official.

(b) A prosecutor or law enforcement officer receiving identifiable health information under
this section shall not disclose this information to others except as necessary to the investigation
or otherwise allowed by law.

(c) A certified copy of identifiable health information, if relevant, shall be admissible in any
hearing or trial without further authentication.

(d)  Asused in this section, "health care provider™ has the same meaning as in G.S. 90-21.11.

(e) Notwithstanding G.S. 8-53 or any other provision of law, a health care provider may
disclose protected health information for purposes of treatment, payment, or health care



operations to the extent that disclosure is permitted under 45 C.F.R. § 164.506 and is not
specifically prohibited by other state or federal law. As used in this subsection, "treatment,
payment, or health care operations™ are as defined in the Standards for Privacy of Individually
Identifiable Health Information. (2006-253, s. 17; 2007-115, s. 3.)
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8 130A-143. Confidentiality of records.

All information and records, whether publicly or privately maintained, that identify a person
who has AIDS virus infection or who has or may have a disease or condition required to be
reported pursuant to the provisions of this Article shall be strictly confidential. This information
shall not be released or made public except under the following circumstances:

1) Release is made of specific medical or epidemiological information for
statistical purposes in a way that no person can be identified;

@) Release is made of all or part of the medical record with the written consent of
the person or persons identified or their guardian;

3) Release is made to health care personnel providing medical care to the patient;

4) Release is necessary to protect the public health and is made as provided by
the Commission in its rules regarding control measures for communicable
diseases and conditions;

(5) Release is made pursuant to other provisions of this Article;

(6) Release is made pursuant to subpoena or court order. Upon request of the
person identified in the record, the record shall be reviewed in camera. In the
trial, the trial judge may, during the taking of testimony concerning such
information, exclude from the courtroom all persons except the officers of the
court, the parties and those engaged in the trial of the case;

(7) Release is made by the Department or a local health department to a court or a
law enforcement official for the purpose of enforcing this Article or Article 22
of this Chapter, or investigating a terrorist incident using nuclear, biological,
or chemical agents. A law enforcement official who receives the information
shall not disclose it further, except (i) when necessary to enforce this Article
or Article 22 of this Chapter, or when necessary to conduct an investigation of
a terrorist incident using nuclear, biological, or chemical agents, or (ii) when
the Department or a local health department seeks the assistance of the law
enforcement official in preventing or controlling the spread of the disease or
condition and expressly authorizes the disclosure as necessary for that
purpose;

(8) Release is made by the Department or a local health department to another
federal, state or local public health agency for the purpose of preventing or
controlling the spread of a communicable disease or communicable condition;

9) Release is made by the Department for bona fide research purposes. The
Commission shall adopt rules providing for the use of the information for
research purposes;

(10) Release is made pursuant to G.S. 130A-144(b); or



(11) Release is made pursuant to any other provisions of law that specifically
authorize or require the release of information or records related to AIDS.
(1983, c. 891, s. 2; 1987, c. 782, s. 13; 2002-179, s. 7.)
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8 130A-12. Confidentiality of records.

All records containing privileged patient medical information, information protected under 45
Code of Federal Regulations Parts 160 and 164, and information collected under the authority of
Part 4 of Article 5 of this Chapter that are in the possession of the Department of Health and
Human Services, the Department of Environment and Natural Resources, or local health
departments shall be confidential and shall not be public records pursuant to G.S. 132-1.
Information contained in the records may be disclosed only when disclosure is authorized or
required by State or federal law. Notwithstanding G.S. 8-53 or G.S. 130A-143, the information
contained in the records may be disclosed for purposes of treatment, payment, or health care
operations. For purposes of this section, the terms "treatment,” “payment,” and "health care
operations™ have the meanings given those terms in 45 Code of Federal Regulations § 164.501.
(1985, c. 470, s. 2; 1991 (Reg. Sess., 1992), c. 890, s. 9; 1995, c. 428, s. 1.1; 2004-80, s. 4;
2006-255, s. 13.2.)
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8 8-53. Communications between physician and patient. (see also GS 8-53.13)

No person, duly authorized to practice physic or surgery, shall be required to disclose
any information which he may have acquired in attending a patient in a professional
character, and which information was necessary to enable him to prescribe for such
patient as a physician, or to do any act for him as a surgeon, and no such information
shall be considered public records under G.S. 132-1. Confidential information obtained in
medical records shall be furnished only on the authorization of the patient, or if deceased,
the executor, administrator, or, in the case of unadministered estates, the next of kin. Any
resident or presiding judge in the district, either at the trial or prior thereto, or the
Industrial Commission pursuant to law may, subject to G.S. 8-53.6, compel disclosure if
in his opinion disclosure is necessary to a proper administration of justice. If the case is in
district court the judge shall be a district court judge, and if the case is in superior court
the judge shall be a superior court judge. (1885, c. 159; Rev., s. 1621; C.S., s. 1798;
1969, c. 914; 1977, c. 1118; 1983, c. 410, ss. 1, 2; c. 471.)
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