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On June 11, 2001, the U.S.
Supreme Court ruled that
police violated the
Constitution’s prohibition
against unreasonable
searches when they used a
thermal imager (which
monitors heat patterns
emanating from the walls
of a house) without a search
warrant. The decision re-
versed a lower court’s ruling
that the homeowner had no
reasonable expectation of
privacy in the heat emitted
from the walls of his home 
by the lights he used to grow
marijuana in his garage.

In January 2001, surveillance
cameras photographed
100,000 spectators as they
passed through the turnstiles
at the Super Bowl in Tampa,
Florida. A biometric face-
recognition system then
matched the photographs
against a database of con-
victed criminals maintained
by the FBI and state and local
police. Critics argued that the
system violated individual
privacy. Advocates responded
that it was no more intrusive
than the routine video
surveillance that most people
encounter every day in banks,
stores, malls, and office
buildings, at ATM machines,
and on public streets.

After Dale Earnhardt’s fatal
car crash during the Daytona
500 on February 18, 2001,
his widow argued that public
disclosure of the medical
examiner’s autopsy photo-
graphs would violate the
family’s right to privacy. The
Florida legislature responded
by amending the state’s
public records law to bar the
release of autopsy records
without a court order.
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M ore than 80 percent of
Americans say that they
are concerned about 

the loss of their personal privacy—

especially about the collection, use, 
and disclosure of personal, financial,
and medical information by government
agencies, insurance companies, banks,
employers, medical providers, on-line
businesses, and private data-collection
agencies.1

The exponential growth of informa-
tion technology—computerized systems
of data collection, storage, and retrieval,
electronic surveillance devices, and so
forth—during the past thirty years has
contributed to public concern about
privacy by making it easier and easier
for government agencies, businesses,
and individuals to gather and exchange
information.2

Concern about privacy is not new,
however. More than one hundred years
ago, responding to what they viewed as
the unprecedented invasion of the
“sacred precincts of private . . . life,”
Samuel Warren and Louis Brandeis
asserted in the Harvard Law Review
that the law should protect the “privacy
of private life” by recognizing indiv-
iduals’ rights to prevent others’ access
to, use of, and public disclosure of their
personal writings, thoughts, feelings,
likeness, or private acts.3 In the 1960s
many people, including Justice William O.
Douglas, believed that government
surveillance constituted the primary
threat to privacy.4 Today many people
think that the private sector threatens
privacy as much as, or more than,
government does.5

What Is Privacy?

Although privacy is clearly an important
legal and social concept, only recently
have there been any serious efforts to
analyze what “privacy” means.6 In one
sense, privacy is a nonlegal concept, with
psychological, social, and political dimen-
sions, that describes the boundaries
between an individual and other people,
society, and government—between
matters, beliefs, communications, and
activities that are personal or private in
nature and those that are social in nature
or of public concern.7 Privacy also is a
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legal concept, consisting of moral rules,
social norms, and legal rights that
recognize, protect, and sometimes limit
individuals’ expectations and claims.

In 1880, Judge Thomas Cooley
offered one of the first definitions of the
right to privacy: the right “to be let
alone.”8 Cooley’s definition was subse-
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privacy serves public or social purposes
that are unrelated to, or go beyond, the
protection of individuals’ interests. For
example, federal rules regarding the
confidentiality of treatment records for
alcohol and drug abuse protect patients
from stigma or harm they might suffer
as a result of public disclosure of their
status. But the rules also serve an
important public and social purpose:
minimizing the social impact of alcohol
and drug use by encouraging patients to
seek treatment without fear of public
scrutiny and by protecting the confi-
dential relationship between patients
and professionals that is required for
successful treatment.21

Is Privacy Absolute?

Is privacy absolute? The short answer 
is no. 

The reason is threefold. First,
absolute privacy is simply impossible in
society. The very act of engaging in per-
sonal relationships with others and
living in society necessarily requires an

individual to relinquish
his or her personal pri-
vacy to some extent.22

Second, legal rights
to privacy are more
limited in scope than
the concept of privacy
itself. Privacy encom-
passes a broad range
of individual and
social interests, and
not every invasion or
loss of privacy is of
sufficient importance
or weight to warrant
legal protection.23

Third, and most
important, although
privacy is an important
individual and social
value, it is not the only
value that the law and
public policy must take
into consideration.24

Individual and social
interests in privacy
often must be balanced
against competing in-
dividual and social
interests, such as gov-
ernmental account-

quently adopted and made famous as
“the right most valued by civilized
men” by Justice Brandeis in his 1928
dissent in Olmstead v. United States.9

More recently, privacy has been
defined as

• the right to control others’ access to,
use of, and disclosure of information
about oneself;10

• the right to be free from unjustified
public scrutiny; and

• the right to be free from unreason-
able intrusions on one’s solitude and
repose.

In addition, privacy today is
generally understood to include both 

• the right to be free from unwar-
ranted surveillance or searches of
one’s home, person, or communi-
cations by government agencies, and 

• the right to be free from governmen-
tal control, regulation, or coercion
with respect to personal decisions or
matters that lie at the core of
individual autonomy (such as
sexuality, birth control, abortion,
family relationships, and personal
beliefs). 

No single definition of privacy, how-
ever, is wholly satisfactory or complete.11

Instead, “privacy” appears to be an
umbrella term that encompasses a wide
variety of interests, claims, and rights.12

Why Does the Law 
Protect Privacy?

Every person has some degree of
personal privacy regardless of whether
the law recognizes and protects it. An
individual, however, has a legal right to
privacy only to the extent that the law
(1) recognizes as legitimate that
individual’s interest, expectation, or
claim to privacy; (2) imposes a corres-
ponding duty on others not to invade or
interfere with the individual’s privacy;
and (3) protects his or her right to
privacy against others.13

But why should the law protect
individual privacy? What individual and
social interests does privacy serve? 

Every individual has an interest in
personal privacy, solitude, and auton-
omy. Simply put, some matters are
“nobody else’s business.”14 Sociologist

Amitai Etzioni argues that privacy is a
veil behind which one may shield what
is legitimately private from public view.15

(Richard Posner offers a contrary view,
which may not be widely shared: that
privacy facilitates fraud and misrepre-
sentation by allowing people to conceal
true but embarrassing information about
themselves from others in order to gain
unfair social or economic advantage.)16

Psychologically and socially, people
need a certain degree of privacy and
solitude—“a refuge within which [they]
can shape and carry on [their] lives . . .
without the threat of scrutiny, embarrass-
ment, judgment, and the deleterious
consequences they might bring.”17

Privacy protects individual autonomy;
safeguards people from tangible social
or economic harm or discrimination
resulting from the disclosure of sensi-
tive, embarrassing, or negative infor-
mation;18 and allows people to establish
and maintain important personal,
social, and professional relationships.19

Privacy is more than an individual
value, however; it
also is a social one.
Privacy is 

important not 
only because of its
protection of the
individual as an
individual but also
because individ-
uals share com-
mon perceptions
about the impor-
tance and meaning
of privacy, because
it serves as a
restraint on how
organizations use
their power, and
because privacy—
or lack of privacy
—is built into sys-
tems and organi-
zational practices
and procedures . . .
[thereby giving]
privacy broader
social, not only
individual, signifi-
cance.20

Moreover, in at least
some instances,

Privacy protects individual
autonomy; safeguards 
people from tangible 
social or economic harm 
or discrimination resulting
from the disclosure of 
sensitive, embarrassing, or
negative information; and
allows people to establish
and maintain important
personal, social, and 
professional relationships.
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ability, public safety, and administrative
efficiency.25 In some instances the com-
peting interests may either limit or com-
pletely override individual and social
interests in privacy. For instance, virtually
every statute or legal rule recognizing an
individual’s legal right to privacy in the
information gathered about him or her
includes one or more exceptions under
which otherwise private, privileged, or
confidential information may or must
be disclosed to someone in some cir-
cumstances for some purpose.26

The real issue, of course, is how
much weight to give privacy versus
other interests in any particular situa-
tion. Some privacy advocates contend
that a presumption of privacy should be
the “default setting of the Information
Age.”27 By contrast, sociologist Amitai
Etzioni argues that privacy should not

be accorded special status. Instead, it
should be treated like any other
individual right that must be balanced
with concerns for the common good.28

What Rights to Privacy Does 
the Law Protect?

It is generally agreed that the law
recognizes and protects four distinct
rights to privacy: 

• Freedom from unreasonable searches
by government agencies or officials 

• Individual autonomy—the right to
make personal decisions about
sexuality, birth control, abortion,
and family relationships free from
governmental control or coercion 

• Freedom from unwarranted
intrusions on personal solitude 
or seclusion

• “Informational privacy,” protecting
individuals from unreasonable
collection, use, and disclosure of
personal information

Each of these rights depends on dozens
(if not hundreds) of laws—federal and
state constitutional provisions, federal
and state statutes and regulations, court
decisions, and the common law.29 Those
laws determine what privacy means in
particular situations: whether an indi-
vidual has a legal right to privacy, what
the nature and the scope of that right are,
and how that right will be protected.30

Constitutional Rights 
Although the U.S. Constitution does not
expressly refer to a right to privacy, it
clearly protects at least three aspects of
individual privacy. First, the Fourth
Amendment’s prohibition against
unreasonable searches limits govern-
ment surveillance that unduly intrudes
on an individual’s home, person, or
communications.31 (For a detailed dis-
cussion of the Fourth Amendment’s
guarantees, see the article on page 13.)

Second, the Supreme Court has
recognized a constitutional right of
privacy that protects individual liberty
and autonomy by limiting government
interference with or control of personal
decisions regarding birth control, abor-
tion, marriage, parenting, and family.32

Third, the Supreme Court’s 1977
decision in Whalen v. Roe suggested
that the Constitution’s protection of
individual privacy encompasses a right
to “informational privacy,” which may
limit the authority of federal, state, and
local governments to obtain, use, or
disclose personal information about
individuals. The Whalen case involved a
New York law that required doctors to
send a copy of all prescriptions for certain
legal but dangerous drugs to the state
health agency, which maintained a com-
puterized database including the name,
the address, and the age of the patients
for whom the drugs were prescribed.
The Court recognized that “the accumu-
lation of vast amounts of personal infor-
mation in computerized data banks or
other massive government files” threatens
individual privacy.33 However, the Court
also recognized that the government’s
collection and use of personal informa-
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tion is necessary in order to collect
taxes, enforce criminal laws, protect the
public health, and administer govern-
ment programs, and that its right to
collect personal information generally
is accompanied by a corresponding
legal duty to avoid unwarranted dis-
closure or use of that information.

Further, the Whalen decision recog-
nized, at least implicitly, that the Constitu-
tion establishes a floor for the protection
of individual privacy, including a right
in some circumstances not to have one’s
private affairs made public by the gov-
ernment. However, the Court held that
New York did not violate the constitu-
tional privacy rights of patients because
the state’s collection of prescription
records from pharmacists was reasonably
related to its legitimate interest in con-
trolling the distribution of dangerous
drugs and minimizing their misuse, and
the law adequately protected the patients’
confidentiality by limiting access to, use
of, and disclosure of the information.

Although the North Carolina
Constitution does not expressly recog-
nize a right to informational privacy,
both the North Carolina Supreme
Court and the North Carolina Court of
Appeals have held that the state consti-
tution nonetheless includes a right to
privacy that is similar to the constitu-
tional right to informational privacy
recognized in Whalen.34

Federal Laws and Regulations
The federal Privacy Act limits, but does
not completely prohibit, the disclosure
of personal information from most
record systems maintained by federal
agencies without the written consent of
the individual to whom the record
pertains.35 The act generally does not
apply to state or local government
agencies—even if those agencies receive
federal funding.36

The federal Freedom of Information
Act (FoIA) requires most federal agencies
to make information in their records
available to the public. But it also allows
federal agencies to refuse to release

information or records if (1) disclosure
would constitute a clearly unwarranted
invasion of privacy or (2) the records are
considered confidential or protected
from disclosure under a federal statute
(other than the Privacy Act).37 The FoIA
applies only to federal agencies; it does
not apply to state or local governments.

A number of federal laws impose
privacy requirements on state and local
governments as a condition of receiving
federal funding. The federal Family
Educational Rights and Privacy Act
(FERPA), for example, prohibits the
U.S. Department of Education from
providing federal funding to educational
institutions whose policies or practices
regarding the release of personally
identifiable information contained in
student education records do not
comply with FERPA’s confidentiality
requirements.38

Other federal laws impose confiden-
tiality requirements that are not tied to
federal funding. For example, the
federal Computer Matching and Privacy
Protection Act of 1988 restricts the use
and redisclosure of personal informa-
tion that state and local social services
agencies receive from federal record
systems for use in computerized data-
matching programs.39 Similarly, one
provision of the federal Privacy Act
limits, but does not completely negate,
the authority of state and local
governments to require individuals to
disclose their Social Security numbers in
connection with their exercise of any
right, benefit, or privilege provided by
law.40 The federal Videotape Privacy
Protection Act prohibits businesses that
are engaged in the rental or sale of
videotaped movies from disclosing
information that personally identifies

Several municipalities 
in North Carolina are 

authorized to mount cameras 
at intersections to photograph 

drivers running red lights.
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the specific videotaped materials rented
or bought by consumers unless the
disclosure is allowed under the act.41

And the federal regulations on medical
privacy adopted pursuant to the Health
Insurance Portability and Accounta-
bility Act (discussed further in the
article that begins on page 44) apply to
virtually all health care providers and
health care plans.42

State Statutes 
North Carolina’s General Assembly has
enacted a number of statutes restricting
the collection, use, or disclosure of
personal information by state and local
governments. For example, the state’s
Financial Privacy Act limits, but does
not completely preclude, access by state
and local government agencies to cus-
tomers’ financial records maintained 
by banks and other financial institu-
tions.43 Further, state statutes limit the
disclosure by state and local government
agencies of information from agency
records regarding individual taxpayers,
children involved in juvenile court
proceedings, people who apply for or
receive public assistance or services
from county social services agencies, and
public employees.44

North Carolina law also protects
privacy by limiting disclosure of certain
types of personal information collected
by businesses, professionals, or indi-
viduals. For example, state rules govern-
ing the licensing of attorneys, doctors,
psychologists, and other professionals
often impose restrictions regarding the
disclosure of confidential information
about clients or patients.45 Further, state
statutes provide that “privileged” com-

munications between clients, patients,
or other specified types of individuals,
and doctors, psychologists, clergy, or
other specified categories of people
generally may not be admitted as
evidence in legal proceedings.46 Other
state laws restrict the disclosure of
patients’ prescription records by
pharmacists, the disclosure of patients’
records by public or private mental
health facilities, the disclosure by any
person that another person has HIV or
AIDS, and the disclosure of library
users’ records by public libraries and
private libraries that are open to the
public.47 In at least one instance, state
law recognizes and protects a right to
privacy with respect to personal solitude
and repose by limiting the time and the
manner of telephone solicitation calls.48

On the other hand, some state statutes
limit privacy by requiring the release of
information to state or local government
agencies even if the information might
otherwise be considered confidential.
For example, state law generally requires
individuals, businesses, professionals,
and government agencies to share infor-
mation with county social services agen-
cies in cases involving child abuse and
neglect or child support enforcement.49

Common Law
Courts in other states have recognized
four distinct common law rights to
privacy that protect individuals against 

• unreasonable public disclosure of
their private information; 

• unreasonable intrusion on their 
solitude or seclusion or into their
private affairs; 

• misappropriation of their likenesses
or identities; and

• being placed in a false light before
the public. 

North Carolina’s courts have recog-
nized a common law right to privacy for
claims based on the misappropriation of
an individual’s name or likeness and on
intrusion on solitude or seclusion.50 But
they have refused to recognize common
law privacy claims based on placing an
individual in a false light or claims
involving the public disclosure of pri-
vate information.51 On the other hand,
North Carolina law recognizes legal
claims based on the improper disclosure
by attorneys, doctors, or other profes-
sionals of confidential information
regarding their clients or patients, as
well as claims based on a person’s (or,
perhaps, a government employee’s or
agency’s) intentional or negligent inflic-
tion of emotional distress by unreason-
ably disclosing personal information
about an individual.52

Summary

Privacy is clearly an important public
issue and a primary value of an open
society—a value that has been recog-
nized, protected, and sometimes limited
by law. Privacy also is a multifaceted
concept, sometimes confusing and
complicated and not always clearly
understood. 

This article has provided a brief
overview of the meaning of privacy, the
individual and social interests that
privacy serves, the competing public
interests that may limit individual
privacy, and the nature and the sources
of legal rights to privacy. Other articles
in this issue examine in more detail how
privacy laws may affect state and local
government agencies and officials. 
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