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Patients usually expect that health
information shared and generated
when they are receiving medical

care will be kept confidential by their
health care provider and, if they have
insurance, by their health insurance plan.
A recent Gallup survey found that almost
78 percent of adults believe it is “very
important” that their health information
be kept confidential.1 Most providers and
insurers strive to meet these expectations.
However, other people and organizations
often need access to health information
to carry out their responsibilities. For
example, public health officials want
health care providers to report commu-
nicable diseases, law enforcement officials
expect emergency care providers to re-
port gunshot wounds, and social services
agencies rely on health care providers to
report evidence of abuse or neglect. 

For many years, federal, state, and
local lawmakers have struggled to find
the appropriate balance between pro-
tecting the privacy of health information
and ensuring that health information is
available when necessary for other
important purposes. A patchwork of
federal and state laws, rules, common
law, and professional ethical obligations
and guidelines has resulted, providing a
hazy outline at best for when providers
and insurers may share health informa-
tion with other entities. This past year,
however, the first and only comprehen-
sive federal rule on health privacy went
into effect.2 This article provides a brief
history of the new rule, summarizes many
of the rule’s complex requirements, and
offers a few suggestions for entities and
local governments, particularly counties,
to consider as they begin to comply. 

Why Is the New Rule Necessary?

Until recently the federal government
approached the issue of privacy in a

piecemeal fashion. Several laws dealt
with health information privacy but did
not regulate it comprehensively. For
example, most information held by the
federal government that identifies indi-
viduals is subject to the Privacy Act of
1974;3 health information held by sub-
stance abuse programs receiving federal
assistance is subject to a substance abuse
confidentiality rule;4 and information
held by providers treating Medicare and
Medicaid patients is subject to an array
of confidentiality statutes and rules.5

Similarly every state has health pri-
vacy laws, but only a handful are
comprehensive.6 The vast majority of
states, including North Carolina, have
limited laws governing only particular
types of entities, such as HMOs,7 or
specific conditions, such as communi-
cable diseases.8

The result of this piecemeal approach
has been that under most circumstances,
people could not be assured that health
care providers, insurers, or others were
legally required to keep health informa-
tion confidential.9 Many argued that the
legal framework was fractured and wholly
inadequate to protect information.10

As health care delivery entered the
electronic age, concerns about privacy
increased. The health care industry
began to integrate technological tools
into the practice of medicine—for
example, electronic medical records,
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“telemedicine” (the use of telecommuni-
cations to support long-distance clinical
care), and electronically filed insurance
claims. The industry appealed to Congress
for legislation to facilitate electronic
sharing of information between providers
and insurers. Congress passed such
legislation as part of the Health Insur-
ance Portability and Accountability Act
of 1996 (HIPAA). One part of this legis-
lation, entitled Ad-
ministrative Simplifi-
cation, directed the
U.S. Department of
Health and Human
Services (DHHS) to
develop a series of
rules that would stan-
dardize the electronic
sharing of health 
information and dra-
matically reduce ad-
ministrative expenses.

Congress recog-
nized, however, that
because Administra-
tive Simplification
would encourage
health information 
to flow more freely,
preserving the confi-
dentiality of that
information had to
become a high priority
at the federal level.
Therefore, as part of
Administrative Sim-
plification, Congress also directed
DHHS to develop rules governing both
the privacy and the security of health
information. Privacy and security are
closely connected but distinct concepts.
Privacy is “the patient’s right over the use
and disclosure of his or her own personal
health information,” whereas security is
the “specific measures a health care
entity must take to protect personal
health information from unauthorized
breaches of privacy.”11

In recognition of this difference,
DHHS is developing separate rules for
privacy and security. The security rule
was proposed in 1998 but has not yet
been finalized. The privacy rule, which
is the focus of this article, was finalized
during the Clinton Administration, and
the compliance date is currently April
14, 2003, for most health care providers

and insurers.12 In March 2002 the Bush
Administration proposed several signifi-
cant revisions to the privacy rule.13 After
the public has had an opportunity to
comment on the proposed revisions,
DHHS will consider whether to adopt
any changes recommended by the public,
and then it will publish another final
privacy rule. DHHS has indicated that
compliance with the rule is still ex-

pected by April 2003,
although Congress
could delay the
compliance date. 

What Do Local
Governments
Need to Do?

The privacy rule
requires “covered
entities”—public and
private health plans,
health care clearing-
houses, and most
health care providers
(those that transmit
health information
electronically)—to
make significant
administrative and
organizational
changes in the way
that they handle
health information.
Many different

components of local government will 
be affected by this new rule either
directly or indirectly. For example, local
health departments, area mental health
authorities, and emergency medical
service agencies are directly regulated
because they are health care providers.

Jail health programs and social services
agencies also may be regulated entities.
Law enforcement officials, courts, and
medical examiners may not be covered
entities, but because they often need
health information from covered enti-
ties, such as health departments, social
services agencies, and private health
care providers, the new restrictions on
disclosure will affect their ability to
carry out their duties.

Given that the compliance date is fast
approaching, state and local governments
must immediately begin making some
changes. In North Carolina, efforts are
well under way at the state level to
bring state agencies into compliance
with the privacy rule. Last October, the
General Assembly directed the Office 
of State Budget and Management to
develop a strategic plan for implement-
ing HIPAA.14

By contrast, local governments are 
in many different stages of readiness 
to comply. Some counties have only a
basic awareness of the new law, whereas
others have developed a strategic plan,
hired a privacy officer, and are working
toward compliance. Local govern-
ments should be taking a careful look 
at their operations and developing a
compliance plan.

If it has not already done so, a
county should immediately appoint a
compliance officer, preferably an
attorney, to become familiar with the

privacy rule and oversee its implementa-
tion throughout the county. Once the
officer understands the rule, he or she
should determine which components of
local government are covered entities,
such as local health departments and
jail health programs (see the later
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U.S. Department of Health and Human Services, Office of Civil Rights
www.hhs.gov/ocr/hipaa/
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UNC–Chapel Hill, Institute of Government and School of Public Health 
Medical Privacy Training
www.medicalprivacy.unc.edu

North Carolina Healthcare Information and Communications Alliance, Inc.
www.nchica.org
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section headed “Who Is Regulated?”). 
It is possible that the entire county will
be considered a covered entity. In such 
a case, the county’s compliance officer
still will need to identify the com-
ponents of the county that must comply
with the rule.

In addition to identifying covered
entities, the county should identify other
components of local government that
use and share health information, and
evaluate whether and how those com-
ponents can continue obtaining health
information from covered entities after
the compliance date. For example, the
privacy rule places new restrictions on
when law enforcement officials may
obtain health information without a
court order. The compliance officer
must evaluate the current practices of
law enforcement officials and determine
if any changes need to be made in order
to ensure that the officials can obtain
health information when necessary.

Once a county has identified all the
local entities that will be directly and
indirectly affected by the rule, it should
develop a countywide compliance plan.
Just as the state has designated a HIPAA
Program Management Office to oversee
the state’s implementation, counties
would be prudent to consider central-
izing compliance activities at the county
level. In addition, a regional approach
may be appropriate in the case of area
mental health authorities or public
health districts. Although each county
component will encounter unique
challenges to implementation, having a
coordinated and comprehensive county-
wide plan for ensuring that the April
2003 deadline is met will be worth-
while. (For a list of steps that an entity
should take to move toward compliance
within the necessary timeframe, see the
sidebar on page 48. For Web resources,
see the sidebar on page 45.)

Who Is Regulated?

When Congress passed HIPAA, it
specifically limited the scope of the law
to three types of entities: health care
providers, health plans, and health care
clearinghouses (defined later).15 Many
other groups—for example, employers,
courts, researchers, and marketers—
regularly handle personal health

NEW INDIVIDUAL RIGHTS
Arguably the most revolutionary aspect of the HIPAA privacy regulations is the
establishment of several new individual rights. The basic principle underlying
these new rights is that people should be able to understand how their health
information is used and disclosed and have some opportunity to control it. The
privacy rule establishes several rights intended to ensure that individuals are
able to control their health information, including the right to a notice of
privacy practices, the right to inspect and amend health information, the right
to receive a disclosure history, and the right to request certain restrictions on
disclosure. Covered entities, including all local health departments and area
mental health authorities, will need to develop and implement policies and
procedures to accommodate these new rights.

Right to Notice
The key to gaining control over one’s health information is having a clear and
accurate understanding of how that information is used and shared with
others. As DHHS explained, “One of the goals of this rule is to create an
environment of open communication and transparency with respect to the use
and disclosure of . . . health information.”1 Therefore the privacy rule creates
an individual right to a notice of privacy practices that covered entities must
develop and disseminate to patients and enrollees.2

This notice is not a simple statement saying, “We will keep your personal
health information confidential.” Rather, the notice is intended to be a fairly
comprehensive inventory of how the entity may use and disclose health
information and an explanation of the individual’s rights and the entity’s legal
duties with respect to that information. The rule outlines the types of informa-
tion that must be included in the notice and requires that it be drafted in “plain
language.” It is extremely important that these notices be drafted carefully and
updated regularly because covered entities are bound by their notices. In other
words, if they use or disclose health information in a way that is not specified
in their notice, they could be subject to civil or criminal penalties. 

Right of Access and Amendment
In addition to understanding how health information is used and shared, a
patient must have access to that information in order to know exactly what
information is being used and shared. The privacy rule therefore establishes a
right to inspect and obtain a copy of most health information held by covered
entities. The rule sets out several circumstances in which a patient’s request for
access may be denied, such as when the information requested is psycho-
therapy notes or has been compiled for legal or administrative proceedings. 
A request for access also may be denied if a health care professional
determines that access is “reasonably likely to endanger the life or physical
safety of the individual or another person.”3 If a covered entity denies a
request, in some situations an individual may request that the decision be
reviewed. The entity must act on such a request within sixty days, and it may
charge a reasonable, cost-based fee for a copy of the information.

Now that patients have the right of access, it is only logical that they also be
provided with the right to have the covered entity amend information that
patients find to be inaccurate or incomplete.4 The entity may deny an
amendment request for a variety of reasons. Most important, it may deny a
request if it determines that the information is in fact accurate or complete. 
If the entity does deny a request, the patient has the right to submit a
“statement of disagreement,” which must be kept with the record and

Continued on page 47
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information, but they are not covered
by the privacy rule because DHHS does
not have the legal authority to include
them. If an entity is covered, it must
comply with the privacy rule and will
be subject to significant criminal and
civil monetary penalties for violations.16

The privacy rule broadly defines
“health care provider” to include any
“person or organization who furnishes,
bills, or is paid for health care in the
normal course of business.”17 The rule
applies only to providers that transmit
health information electronically in
connection with one of several types of
health care transactions (for example,
health insurance claims). Once a
provider conducts such a transaction,
all the individually identifiable health
information held by that provider is
covered by the rule. Almost all pro-
viders, including all local health
departments and area mental health
authorities, conduct some form of
electronic transaction, either through
their own business office or through a
contract with a third-party billing
company. As a result, only a handful of
providers are likely to be exempt from
the privacy rule. For example, a small
jail health program or private free clinic
might not submit any insurance claims
electronically and therefore would not
be covered. 

By contrast, all health plans and
health care clearinghouses are required
to comply. “Health plan” is defined to
include not only traditional private
health insurance plans like Aetna and
Blue Cross/Blue Shield but also public
insurance programs, including
Medicare, Medicaid, and the State
Children’s Health Insurance Program
(known as Health Choice in North
Carolina).18 If a county self-insures to
provide employee health insurance, it
will most likely be covered by the
privacy rule as a health plan. A “health
care clearinghouse” is, in general, an
entity (public or private) that translates
health information from one data format
to another.19 It is unlikely that a county
operates a health care clearinghouse,
although it may contract with one.

Even though the privacy rule tech-
nically covers only these three types of
entities, DHHS indirectly extended the
reach of the rule to some noncovered

disclosed with the record any time that the entity shares the disputed
information with another entity. 

If the entity accepts a request for an amendment, it need not alter the actual
record but must identify the affected information and either append the amend-
ment or provide a link in some way to the amendment. After accepting the
amendment, the entity is required to make reasonable efforts to notify certain
other entities that received the inaccurate or incomplete information. The entity
must act on an individual’s request for amendment within ninety days. 

Right to an Accounting of Disclosures 
To keep track of where his or her health information is going, a patient now 
is able to request a disclosure history from a covered entity—basically an
accounting of each time that the entity has disclosed identifiable health
information to other entities in the previous six years.5 The history will provide
the patient with important information about disclosures made without his 
or her permission, such as certain disclosures to researchers or government
officials. 

The history does not have to include any of the standard disclosures that an
entity makes for purposes of treatment, payment, or health care operations
(business practices like quality assurance that require the use of health
information)—most likely the vast majority of disclosures. The history also may
exclude certain other types of disclosures, such as those from a hospital’s
patient-information line.

Right to Request Additional Protections
The privacy rule also provides individuals with two new tools to help them gain
control over how their information is disclosed.6 First, they have the right to
request that health care providers and health plans make special arrangements
for communicating directly with them. For example, a patient may request that
her provider or health plan send all communications (bills, test results, and so
forth) to a work address rather than a home address. The provider must
accommodate such a request. The health plan, meanwhile, must accommodate
such a request only if the patient “clearly states that the disclosure of all or part
of [the] information could endanger the individual.” 

Second, patients have the right to request certain restrictions on the use or the
disclosure of their health information. For example, a patient may request that
a provider not disclose his information for research purposes. This second right
is not particularly strong because it is only the right to request—the entity is not
required to accept the request. However, if the entity does accept the request,
it is bound by the request (except in emergency circumstances), so a disclosure
in violation of the request would be considered a violation of the privacy rule.

Notes
1. Standards for Privacy of Individually Identifiable Health Information; Final Rule, 65 Fed.

Reg. 82,462, 82,549, 82,820 (Dec. 28, 2000).
2. 45 C.F.R. § 164.520.
3. 45 C.F.R. § 164.524. Before the privacy rule, about half of the states, including North

Carolina, provided some statutory rights of access. See, e.g., N.C. GEN. STAT. § 58-39-45
(hereinafter G.S.) (requiring certain insurance institutions to provide individuals with access 
to certain information); G.S. 122C-53(c) (requiring facilities providing treatment to people
who are mentally ill, developmentally disabled, or substance abusers to provide access under
certain circumstances). 

4. 45 C.F.R. § 164.526.
5. 45 C.F.R. § 164.528.
6. 45 C.F.R. § 164.522.

Continued from page 46
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entities by requiring covered entities to
have contracts with their business
associates. A “business associate” is a
third party that uses identifiable health
information to provide services to or for
the covered entity or otherwise assist the
entity with its activities—for example, a
billing company, an accountant, an
attorney, or a consultant.20 The rationale
for expanding the scope of the rule is
that if it were restricted to the three
types of entities, individuals could not
be assured that their health information
would be protected. In other words,
once the information traveled from a
covered entity to a noncovered one, the
privacy rule would become meaningless
because it could no longer protect the
information, and in many instances, no
other law would be available to protect
the information.21 For example, if a
health department contracted with a
vendor to file insurance claims and 
bill individuals for health services, the
vendor would most likely not be a
covered entity, and theoretically it could
choose to use, disclose, or even sell a 
list of patients treated by the health
department.22 Under the privacy rule,
the health department must enter into a
contract with the vendor that requires
protection of the information. 

The biggest problem with this con-
tractual requirement is that only the
covered entity, not the business asso-
ciate, is subject to DHHS enforcement.
Therefore, DHHS can hold only the
covered entity responsible if the busi-
ness associate breaches the contract and
discloses health information inappro-
priately.23 In response to public com-
ments, DHHS stated that the regulatory
authority provided by the underlying
statute, HIPAA, was too limited and
admitted that such indirect regulation of
business associates was not the ideal
approach but was necessary to ensure
that the information was protected.
DHHS has therefore encouraged
Congress to pass new legislation that
would allow these entities to be
regulated directly.24

What Information Is Regulated?

The rule applies to health information
that identifies individuals, in any form
or medium, including electronic, paper,

WHAT SHOULD A COVERED ENTITY DO NOW?
To comply with the new privacy rule by April 2003, covered entities should be
taking action now. Suggested steps follow.

Designate a privacy officer. He or she should understand all the
requirements of the privacy rule, as well as any other applicable federal and
state privacy laws. The officer should be responsible for overseeing
implementation of the privacy rule within the entity, providing training or
organizing training for other members of the entity’s workforce, and
monitoring compliance. 

Conduct a “gap analysis.” Review current information-sharing practices in
order to compile a comprehensive inventory of how health information is used
within the entity and disclosed to outside people or entities. Identify business
associates—that is, third parties that use identifiable health information in
providing services to a covered entity. Focus on situations or relationships in
which information is currently used or disclosed in a way that violates the
privacy rule. 

Develop a compliance plan. This plan should begin with the gap analysis,
include all the steps necessary to come into compliance, and end with an
ongoing plan for monitoring compliance. Entities should work with
experienced attorneys or compliance officers in developing and implementing
the plan.

Develop and maintain privacy policies and procedures. Each entity’s
policies and procedures must be comprehensive, and they must be reviewed
regularly to ensure that they reflect the entity’s current practices as well as
changes in state or federal law. Entities must maintain a written or electronic
copy of their policies and procedures.

Review current forms and notices. Review current consent and
authorization forms (for example, release of information, or ROI, forms) and
any notices that are provided to patients. Consult with an attorney to prepare
new forms and a notice of privacy practices that are consistent with the privacy
rule. As with the entity’s policies and procedures, these forms and notices must
be kept up-to-date and accurate.

Develop training. The rule requires each entity to train its workforce on its
policies and procedures before the compliance date (April 2003); to train new
employees within a reasonable period after they join the workforce; and
periodically to retrain any employee affected by a material change in law,
policy, or procedure. The training should not only outline the requirements of
the rule but also reflect all applicable federal and state laws and the agency’s
own policies and procedures. 

Consider developing a coalition. Hundreds of entities throughout the state
will be working at the same time on compliance. Although each entity will
have to address particular needs and practices, creating a coalition of similar
entities (such as local health departments in a region) that can work together
toward compliance may be worthwhile. For example, the coalition might serve
as an advisory group, develop a core set of policies and procedures, prepare
draft forms and notices, and offer common training to the workforces of
coalition members.



only when the rule either requires or
allows the use or the disclosure. 

2. Minimum necessary: When an entity
uses or discloses health information (as
required or allowed by the rule), it must
“make reasonable efforts to limit the . . .
information to the minimum necessary
to accomplish the intended purpose of
the use or disclosure. . . .”27

3. Individual rights:
An entity must re-
spond to and accom-
modate some new in-
dividual rights (see the
sidebar on page 46). 

4. Administrative
requirements: An
entity must institute
certain business
practices, such 
as documenting
privacy policies and
procedures, desig-
nating a privacy
officer, providing
training for em-
ployees, and estab-
lishing a system of
sanctions for em-
ployees who violate
privacy policies and
procedures.28

The first part of
the framework, which
outlines the required

and allowed uses and disclosures, is
perhaps the most complicated part of
the rule, so it is discussed here in detail.
The rule requires disclosure in only two
instances: first, when DHHS needs
information to evaluate an entity’s
compliance with the rule, and second,
when a patient requests a copy of his or
her own information (for a discussion
of the patient’s right to request access to
his or her health information, see the
sidebar on page 46). The rule allows use
and disclosure in several instances,
which fall into three general categories:
(1) use or disclosure for purposes of
treatment, payment, and health care
operations, (2) use or disclosure with
the patient’s permission, and (3) use or
disclosure without the patient’s
permission.
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and even oral information. Critics of the
rule argued that it is far too expansive
and that Congress intended DHHS to
regulate only electronically transmitted
information. In reponse, DHHS asserted
that Congress authorized the regulation
of all health information and that this
approach was the most reasonable and
practical means available. Specifically,
DHHS explained that limiting the 
application of the rule to electronically
transmitted informa-
tion would have
created an “artificial
boundary” because
information is
constantly moving
from one format to
another.25 For ex-
ample, a health care
provider may submit
a claim to Medicaid
electronically, print
out a copy of the
claim, and discuss it
with a co-worker. In
this example, only the
format of the infor-
mation, not the
content, has changed.
The privacy rule
would not adequately
protect the content
of the information if
the rule was limited 
to electronically
transmitted infor-
mation.26

What Does the Rule Require?

The requirements outlined in the
privacy rule are based on many of the
practices that already are employed by
health care providers and insurers
across the country. The rule compiles
many of these practices into a single,
comprehensive law. Although numerous
terms and concepts, such as “patient
consent” and “patient authorization,”
will be familiar throughout the health
care industry, the privacy rule redefines
many terms and concepts and inserts
them into a new framework.

The privacy rule has four basic parts:

1. Use and disclosure: An entity may use
or disclose identifiable health information

Use or Disclosure for Treatment,
Payment, and Health Care Operations

The original version of the privacy rule
published by the Clinton Administra-
tion requires most health care providers
to obtain the patient’s express permis-
sion to use health information for
treatment, payment, and health care
operations.29 This type of patient
permission is termed “consent” under
the rule.30 For example, a local health
department’s prenatal clinic would be
required to seek a woman’s consent
before providing her with prenatal care
or billing her insurer for that care. The
consent also would allow the health
department to use the woman’s health
information for its “health care opera-
tions”—a term that is defined broadly
to include many of the business prac-
tices that require the use of health
information, such as quality assurance,
credentialing of providers, and other
management activities.

This consent requirement may
ultimately be eliminated from the final
privacy rule. In the suggested revisions
published this March, the Bush Admin-
istration proposed changes that would
allow all covered entities, including
health care providers, to use and dis-
close health information for treatment,
payment, and health care operations
without obtaining the patient’s consent.
In proposing the change, DHHS ex-
plained that the consent process in the
current version of the privacy rule could
“potentially interfere with the efficient
delivery of health care.”31 In lieu of the
consent requirement, DHHS proposes
to require covered entities to attempt to
obtain a patient’s written acknowledg-
ment that he or she received a copy of
the entity’s notice of privacy practices
(for a description of the requirement 
for a notice of privacy practices, see 
the sidebar on page 46). For example,
under the Bush Administration’s
proposal, the health department’s
prenatal clinic would not be required 
to obtain the woman’s consent to use
her information for treatment or billing
purposes, but it would need to give 
her a copy of the department’s notice 
of privacy practices and attempt to 
have her acknowledge receiving the
notice by signing a form or a log.

A banker who also served on
his county’s health board cross-
referenced customer accounts
with patient information. He
called due the mortgages of
anyone suffering from cancer.

From M. Lavelle, Health Plan
Debate Turning to Privacy: Some Call

for Safeguards on Medical Disclosure. Is 
a Federal Law Necessary? NATIONAL

LAW JOURNAL, May 30, 1994, at A1



Therefore, regardless of whether the
final rule requires a consent or simply
an acknowledgment of the notice,
covered entities will need to have sys-
tems in place for obtaining signatures
whenever necessary and maintaining
appropriate documentation. 

Use or Disclosure with the 
Patient’s Permission
In addition to consent, the privacy rule
recognizes three other types of patient
permission: authorization, opportunity
to opt out, and opportunity to agree or
object. Each type applies in different
circumstances and comes with its own
set of requirements. 

Patient authorization is required when
an entity wants to use or disclose health
information in a way that is not other-
wise permitted by the privacy rule. A
patient may authorize any type of use or
disclosure as long as the authorization
form is consistent with the detailed format
and content requirements contained in
the rule. For example, if a school requires
students to have physical examinations
before participating in school sports, a
provider (such as a local health depart-
ment) would have to obtain an authoriza-
tion (most likely from the parent or guar-
dian) before sending a copy of the physical
examination results to the school. 

The last two types of individual 
permission apply in 
narrow circum-
stances and are 
more informal than
authorization. First,
a person must be
given an opportunity
to opt out of certain
uses or disclosures,
such as the entity’s
use of health infor-
mation for fund-
raising purposes. For
example, if a hospital
wants to use a list of
all its cardiology
patients in a mailing
to raise money for an
expansion of the
cardiac care unit, it
must include a state-
ment in its materials
explaining how a
patient may opt out

of receiving such fund-raising communi-
cations.32 Second, a person must have
an opportunity to agree or object when
an entity is going to use health informa-
tion in a facility directory (for example,
if a hospital discloses information about
a patient’s condition to the general public
through a patient-information line), dis-
close information to someone involved
in the person’s care (for example, a
friend or a family member), or disclose
information to people or organizations
involved in certain disaster relief
efforts.33 The entity may orally inform
the person that he or she has the right to
object, and the person may orally agree
or object to the use or the disclosure.

Use or Disclosure without the 
Patient’s Permission
One aspect of the privacy rule that
surprises many members of the public 
is that it allows entities to disclose
health information in a wide variety of
circumstances without the patient’s
permission. In drafting the rule, DHHS
recognized that “health information is
needed to support certain national
priority activities” and that “[i]n many
cases, the need to obtain authorization
for use of health information would
create significant obstacles in efforts to
fight crime, understand disease, and
protect public health.”34 These national
priority activities relate to the following:

• Public health

• Victims of abuse,
neglect, or domestic
violence

• Law enforcement 

• Judicial and adminis-
trative proceedings

• Health oversight
(for example, fraud
and abuse investi-
gations, civil rights
investigations, and
licensure or disci-
plinary activities)

• Correctional insti-
tutions 

• Workers’ compen-
sation

• Duties of a coroner
or a medical ex-
aminer

• Organ, eye, or tissue donation 
• Research

Many of these activities are the
responsibility, in whole or in part, of
state and local governments. Although
the privacy rule allows entities to share
health information with state or local
officials for many of these activities,
each type of disclosure may have new
strings attached.35 For example, if a
health care provider has reasonable
cause to believe that an adult with
disabilities needs protective services, 
the provider is currently required by
state law to report this information to
the county director of social services.36

The privacy rule allows this reporting
but also requires the provider to notify 
the adult that the report has been or 
will be made (subject to limited excep-
tions).37

In addition to these listed categories
of permissible disclosures, the rule pro-
vides broad authority for disclosures
that are “necessary to prevent or lessen
a serious and imminent threat to the
health or safety of a person or the
public.”38 These disclosures must be
consistent with applicable law and
ethical standards, be made in good
faith, and be made to a person
reasonably able to prevent or lessen the
threat. A mental health provider, for
example, might rely on this authority to
disclose health information about a
dangerous patient to law enforcement
authorities or a potential victim. 

How Does the Rule Affect 
Current Laws?

North Carolina has more than one
hundred state statutory provisions, plus
many more rules, court decisions, and
policies, that intersect with the privacy
rule in some way. Many covered entities
argued that expecting them to comply
with a comprehensive federal law in
addition to all the state laws was un-
reasonable; therefore the federal privacy
rule should preempt (or override) all
other privacy laws. Despite this argument,
Congress did not provide DHHS with
the authority to preempt all other privacy
laws.39 Rather, it established an extra-
ordinarily complicated relationship be-
tween the privacy rule and other laws. 

In Tampa, a public health
worker walked away with 
a computer disk containing 
the names of 4,000 people 
who tested positive for HIV.
The disks were sent to two
newspapers.

From J. Bacon, AIDS Confidentiality,
USA TODAY, Oct. 10, 1996, at A1
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People often say as a rule of thumb
that HIPAA establishes a “federal floor”
of privacy protections. In other words,
all federal, state, and local privacy laws
that are “more stringent” (more
protective) than the privacy rule will
remain in place.40 This rule of thumb 
is accurate to some extent, but many
state laws will remain in place whether
or not they are more stringent than the
privacy rule. 

First, the privacy rule “carves out”
several categories of laws from
preemption—for example, laws that
provide for the reporting of disease or
injury, child abuse, birth, or death.
North Carolina has many laws that 
fall into one or more of these carve-
outs. For example, one statute directs
hospitals to keep birth and death
records and to make those records
available to the state registrar.41 This
statutory provision falls within the
carve-out and therefore is not affected
by the privacy rule. 

Second, the secretary of DHHS may
make individualized determinations 
that a particular law is not preempted
because it is necessary for certain 
stated purposes, such as preventing
fraud and abuse.42

Third, the most confusing exception
to the federal-floor rule of thumb is 
that the privacy rule specifically leaves
in place any law that “requires” a 
disclosure. A disclosure is “required 
by law” if it is mandated by a statute,
regulation, court-ordered warrant,
grand jury subpoena, civil investigative
demand, or similar authority.43 For
example, a North Carolina statute
requires substance abuse facilities to
furnish health information to the
commissioner of motor vehicles
regarding people who are involuntarily
committed for the treatment of
alcoholism or drug addiction.44 This 
law will likely stay in effect because 
the disclosure is required by law, 
even though the general philosophy
underlying the privacy rule would
require the patient’s authorization for
such a disclosure.

Given this complex relationship 
between state and federal law, it is
crucial that covered entities and others
who need health information to do their
work (such as law enforcement officials
and health oversight agencies) seek
sound legal advice as they work toward
an understanding of their rights and
obligations. 

Conclusion

The requirements of the privacy rule
add a new layer to the already complex
landscape of health privacy law. The
process of understanding the new law
and coming into compliance with it will
most certainly be resource-intensive and
time-consuming. Therefore, if they have
not already done so, local governments
and covered entities should begin this
process as soon as possible. Once the
necessary changes have been imple-
mented and staff have been appropriately
trained, all the new requirements that are
perhaps intimidating at first glance will
become second nature.
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