Key Contacts and Resources In the Event Of A Breach

Immediately report your breach to the following entities:
1. Your IT department
2. Your local law enforcement agency

You can meet your reporting requirement in the following ways (which also gets

you the free assistance of the entire Joint Cyber Taskforce):

1. The NCLGISA IT Strike Team (24/7 phone (919) 726-6508; or itstriketeam@nclgisa.org
(for less critical issues)

2. The FBI via the Cybersecurity website complaint form: www.ic3.gov. Email the FBI Cyber
supervisors in addition to completing the above-mentioned form:
e Western % of NC, contact: SSA Brian N. Cyprian at bncyprian@fbi.gov
e Eastern % of NC, contact: SSA Jessica A. Nye at janye@fbi.gov

3. The North Carolina Information Sharing And Analysis Center (NC ISAAC):
ncisaac@ncsbi.gov, 919-716-1111

4. State of NC Incident Reporting Form: https://it.nc.gov/cybersecurity-situation-report

5. UNC School of Government Cyber Contact: Shannon Tufts, 919-369-3179,
tufts@sog.unc.edu

Additional Resources:

The State of North Carolina offers a multitude of free resources, alerts, and contact
information for key personnel that can assist with breach mitigation, training, statewide
information sharing, etc.: https://it.nc.gov/statewide-resources/cybersecurity-and-
riskmanagement

CISA (US Cybersecurity and Infrastructure Security Agency) also offers a multitude of free
resources, including assessment tools and monitoring tools: https://www.cisa.gov/

MS-ISAC (Multi-State Information Sharing and Analysis Center) is another valuable free
resource for government entities: https://www.cisecurity.org/ms-isac/
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