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I – Collecting 

Section 7, Privacy Act of 1974 [5 U.S.C. § 552a, note]


1.  It is unlawful for a state or local government to deny a person any right, benefit, or privilege because that person refuses to disclose his or her social security account number (SSN).


2.  The Privacy Act makes two exceptions to this provision:

a. If disclosure is required by federal law; or

b. If the local government was maintaining a system of records on or before January 1, 1975 that included SSNs, and the disclosure of the numbers to that system was required under a statute or regulation predating January 1, 1975.

3.  Later federal statutes have permitted local and state governments to require SSNs in these circumstances.  These exceptions are mostly gathered in 42 U.S.C. § 405(c)(2)(C), and the most important is for use in administering (i) a tax, (ii) public assistance, (iii) driver’s license registration, or (iv) motor vehicle registration.

4. In other circumstances a local government may only request a SSN.

5.  Whenever a local government either requires or requests a SSN, it must provide notice to the person as follows:

a. Whether disclosure is mandatory or voluntary.

b. By what statutory or other authority the number is solicited.

c. What uses the government will make of the number.

6.  The usual remedy for violation of the notice provisions has been an order to provide the notice in the future.  E.g., Greater Cleveland Welfare Rights Organization v. Bauer, 462 F.Supp. 1313 (N.D. Ohio 1978).

[The Privacy Act provision is not codified in the United States Code, and one federal district court concluded that therefore it does not exist.  Stoianoff v. Commissioner of Motor Vehicles, 107 F.Supp.2d 439 (S.D.N.Y. 2000).  Nevertheless, it was enacted by Congress as section 7 of Public Law 93-579, and it by choice of Congress that it be enacted but not codified.  Numerous other courts have recognized the statute as valid and have interpreted it.  In any event, in 2001 the N.C. General Assembly enacted an identical statute that is now codified as G.S. 143-64.60.]

II – Disclosure or Release


1.  Constitutional considerations.  The Ohio supreme court has held that release of the SSNs of city employees would violate their constitutional right to privacy.  State ex rel. Beacon Journal Pub. Co. v. City of Akron, 640 N.E.2d 164.  The federal district court for the District of Hawaii has agreed with that decision, with respect to SSNs held by the state motor vehicle agency.  Arakawa v. Sakata, 133 F.Supp.2d 1223 (D. Hawaii 2001).  Other state and federal courts, however, have not extended the federal constitutional right to privacy that far, e.g., Cantor v. Supreme Court of Pennsylvania, 353 F.Supp. 1307 (E.D. Pa. 1973, and so the matter remains unsettled.


2.  Federal statute.  A 1990 federal statute – 42 U.S.C. § 405(c)(2)(C)(viii) – requires that most SSNs held by local governments be kept confidential.  Unless the law under which the number was obtained was enacted before October 1, 1990, the number must be kept confidential; unauthorized release is a felony.  The statute does not make clear whether the “law” in question is limited to federal law or includes state laws or local ordinances.  The safest bet is to assume that it refers only to federal statutes, which would limit the exception to the provisions in paragraph 3, under “Collecting”.


3.  State statute.  A city will have a city employee’s SSN under authority of federal law enacted before 1990.  These numbers, however, appear to be part of the employee’s personnel file and thus exempt from public inspection under G.S. 160A-168.

Other Resources


These matters are treated in greater detail in two Institute publications:


Lawrence, David M., “Local Government Requirements for and Use of Social Security Account Numbers,” Local Government Law Bulletin No. 55, March 1994.


Lawrence, David M., Public Records Law for North Carolina Local Governments, Chapter 17, “Social Security Account Numbers”  (1997).

