Colleagues,

While we understand that everyone is busy trying to prepare for teleworking arrangements in response to the Coronavirus threat, we wanted to take a moment to remind campus to be vigilant for related phishing emails. During media-intensive events such as this, cyber attackers often try and take advantage of the fear and anxiety that people may have. These criminals may send you fake emails with subject lines and content mentioning Coronavirus and will try and get you to click on malicious links or open infected attachments. Below are some of the most common tactics being used and indicators of a phishing attack that we are seeing right now and the best course of actions to take in response:

1. Messages that communicates a sense of urgency – take time to evaluate the email and do not rush into responding or complying
1. Message that pressures you into bypassing or ignoring our policies and procedures – contact your supervisor if you have specific questions or doubts about any new guidance that you receive that differs from what you normally do
1. Message that promotes miracle cures, such as vaccines or medicine that will protect you -- If it sounds too good to be true…(it probably is)
1. Messages purporting to be from official or government organization – Manually navigate to the official websites for the World Health Organization, the Center for Disease Control (CDC) or other authorities on the subject to get the latest updates
A few examples of such phishing attacks are included for your awareness (below).

If you receive any messages that match any of these behaviors, please do not reply to them or click on any links or attachments within them. Instead, try and contact the sender first by other means (e.g. phone, Teams, etc.) to validate it. If you are unable to do this or have confirmed that the email is not real, then please forward it to phish@ecu.edu. If you believe you have already been a victim of a phishing attack, please report this as soon as possible to the ITCS Help Desk at 252-328-9866.

Please keep in mind these attacks can happen at work or at home, via email, text messaging or even over the phone.

Thank you,
-S-
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Dear Sir/Madam,
Go through the attached document on safety measures regarding the spreading of corona virus.
This little measure can save you.

WHO is working closely with global experts, governments and partners to rapidly expand scientific knowledge on this new
virus and to provide advice on measures to protect health and prevent the spread of this outbreak.

Symptoms to look out for; Common symptoms include fever, cough, shortness of breath, and breathing difficulties.

Regards

General Internist
Intensive Care Physician
WHO Plague Prevention & Control

) World Health

' Organization
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Due to the coronavirus outbreak, {[company_namel) is actively taking safety precautions by
instituting a Communicable Disease Wanagement Policy. This policy is part of our organizational
preparedness and we requie all employees to read and acknowledge the policy before
[fcurrent_date_11].

If you have any questions or concerns regarding the policy, please contact [[company_name]]
Human Resources.

Regards,
Human Resources
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The Genters for Disease Gontrol and Prevention (CDC) continues to losely monitor an outbreak of a 2019 novel coronavirus (2019-nCoV) in
Wuhan City, Hubei Provine, China that began in December 2019. CDC has established an Inident Management System to coordinate & domestic

and infernational public heaith response.

Updated list of new cases around your aity are available at ( hitps://uww cdc gov/coronavirus/2019-nCoV/newsases-sities himl )

You are immediately advised to go through the cases above for safety hazard

Sincerely,
GDG-INFO National Gontact Center
National Center for Health Marketing
Division of eHealth Marketing

Centers for Disease control and Prevention





