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So, what IS Digital Forensics?

“Digital Forensics is a branch of Forensic Science that 
focuses on identifying, acquiring, 
imaging, processing, analyzing, preserving, and 
reporting on data stored electronically"



Why acquire a phone?

• Beyond call detail records

• Associated applications
• Communications

• Images/Videos

• Location related

• Databases

• Certain data may reside ONLY on devices
• Text messages

• Detailed system data or health-related data

• Device event 

• Screen orientation



Cell Phones....Aren’t they all the same?
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• Special hardware and software required

• Technical skills and certification

• Not like imaging a computer, where we remove the hard drive

• Different level of extractions

How do you “image” a phone?



• So, before you say:

• “We’ve imaged everything”

• “We downloaded the phone, so we’ve got it”

• “Give me everything”

• Understand the type of extraction (or extractions) you have, and the limitations

What is to preserve a phone?



• Solid state or “flash” memory chips

• No spinning HD inside phones

• Important to understand concepts:
• “Wear leveling” 

• “Garbage collection”

• Phone data is 1) fragmented, but 2) efficient
• Large deleted files typically disposed of quickly

• Smaller deleted files and fragments, however, may be recoverable

• Data stored in databases

Phone memory



• Can’t fully image phone without writing to flash memory

• Using phone’s own operating system

• Using “boot loader” added to system by extraction device

• Deleted upon completion

Phone memory



What kind of 
extractions 

exist?

Manual
Logical
File System 
Advanced Logical
Full File System
Physical
Chip-Off
Hex Dumping/JTAG
Micro-Read



Manual

Basic extraction

Copying files from the device to a computer

Only access to user data

Process changes metadata

Cannot recover deleted data



• Manual is the most basic

• Can be as simple as taking pictures of the phone screen

• Doesn’t include any deleted files or unused/unallocated memory 
space

Manual



Logical

Communicating with device operating system using 
API (Application Programming Interface)

Call logs/Text messages

Application data

Selective process

Cannot recover deleted data



• Logical extraction is an extraction of the then-active files and file 
system/databases

• Doesn’t include many deleted files or unused/unallocated memory 
space

• Unless small/stored in SQLite databases

• SMS messages, contacts, notes files, call records

Logical Extraction



File 
System

Similar to Logical but doesn’t require API

Direct access to internal memory

Database and System files

Web browsing/app usage

Can recover deleted data



• File System is an extraction used to target specific types of data, such 
as documents, email messages, or photos, rather than the entire 
contents of the device's storage

• Doesn’t include many deleted files or unused/unallocated memory 
space

File System



Advanced 
Logical

Combines both the Logical and File System 
extractions

Call logs/Text messages

Application Data

Not a selective process on iPhone

Cannot recover deleted data



• Advanced Logical is an extraction of the then-active files and file 
system/databases

• Process gathers all data on iPhones

• Can be selective on Androids

Advanced Logical



Full File 
System

Complete copy of file system

Requires additional Hardware

Database and System files

Third party applications

Can recover deleted data



• Full File System is an extraction that goes beyond the user data

• Can include some deleted files

• Third Party applications

• Email

Full File System



Physical

Recover hidden or deleted information

Bit-for-bit replica of flash memory

Can bypass system locks and passcodes

Does not leave a trace of being used

Can recover deleted data



• Physical extraction is a capture of ALL 1’s and 0’s on hard 
disk or phone – the “binary” file

• Can recover deleted data

• Potentially other items not retrievable by logical extraction scripts

Physical Extractions



• Extract Binary File from Flash Chip

•  Via the circuit board, a “JTAG” extraction

•  “Chip-off” – physically remove chip from circuit board and 
read binary file

• Which can then be ingested into forensic software such as 
Cellebrite for processing

• Doesn’t work on devices with default encryption

What if Phone is Damaged/Won’t Power On?



CHIP-OFF
Rt. Picture Credit:  Binary Intelligence

• Technique where the flash memory chip is physically removed from 
the device's circuit board to extract data



JTAG

• Technique involves connecting to the phone's Test Access Ports 
(TAPs) (JTAG port) and using specialized software to transfer 
raw data from the memory chips.



MICRO-READ

•  Technique involves physically examining the memory chip   
using an electron microscope to read the data stored on it. 



• iPhone (4s and above) full-disk encryption

• Apple’s chips encrypt unallocated space on a phone

• So when you delete a file/text, the area occupied by that file 
is encrypted and rendered unreadable

• Cannot access data without passcode or decryption key

• Same on Samsung Galaxy S6, Note 5 and newer

• Jailbreak iPhone is not common

• Rooted Android is not common

Why not Physical every time?



• Call logs (incoming, outgoing, missed)

• Pictures (including location)

• Texts/iMessages/”Chats”

• E-mail

• Browsing History

• GPS/cell site data

• Certain app data

• Malware scans/analysis

• Databases

What can be recovered?



Cellebrite Support Matrix



What do we get with each type of extractions?



Dongle

Storage

Device





Advanced Logical extraction on Samsung





Advanced Logical extraction on iPhone















Full File System extraction

• Is phone Make/Model/Operating System supported?

• Device State (Hot or Cold)



Dongle

Storage

Device

Mobile Elite



What state are we in?

AFU(HOT)
After First Unlock

State of the device once the passcode has been 
entered for the first time.  Most of the data is 

accessible and decrypted.

Unlocked

BFU(COLD)
Before First Unlock

State after the phone reboots and the password 
hasn’t been entered.  Most data is securely 

encrypted and cannot be accessed.

Locked





















Cellebrite Phone Extraction

Apple iPhone 13
iOS 17.3.1

Advanced Logical
(iTunes backup)

 Full File System
Add-on tool 

(Mobile Elite)



Cellebrite Phone Extraction

Apple iPhone 16 Pro
iOS 18.2.1

Advanced Logical
(iTunes backup)

 Full File System
Add-on tool 

(Mobile Elite)



VeraKey FFS 
vs 

Advanced Logical



VeraKey 
vs 

Advanced Logical



Magnet FFS vs Advanced Logical









Limitations of 
Full File 
System

• Passcode
• Operating System
• Lockdown Mode

• Time to install Cellebrite Agent

• Time to extract data

• Internet Connection

• Power Source



What does the data look like?

• Dashboard

• Timeline

• Analyze Data

• File System

• Locations

• Insights

• Cloud Data
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Reporting

• Format type

• E-Discovery

• What to include



Report Formats





Cloud Storage

What data is stored in the cloud?
AKA what can be collected?



Public vs. Private Cloud Data

Private
• Verification needed
• Two-factor authentication
• Google Takeout, Data Downloads

Public
• YouTube
• Social Media
• Websites



• Backups of phone data

• Automatic setting in iCloud

• Whole device backups

• Data buckets 

• Photos

• Videos

• Apple Notes, etc

• Most of the above is NOT stored encrypted by providers/would be 
available to law enforcement with a search warrant

Cloud-based USER Data





• “Content”

• Documents, pictures, phone backups, texts, and so forth

• Most users can access this data themselves

• Or can request the data from providers

• Many cloud/social media allow “download your own data” option, e.g., 
Facebook, Google Takeout

Cloud-based USER Data



• Who logged in, from where – what did they do?  When did they do it?

• “outside the envelope” information, not as private as user content – 
lowered protection under Stored Communications Act

• Can come from any cloud source

•Social media

•Streaming services

•IoT

•Router/network data

Cloud-based administrative data



Cloud Data Acquisition Cellebrite



Cloud Collections







Cloud Data Acquisition Magnet



• Phone carriers DON’T keep text message content for long

• SIM cards contain little to no actual data

• Where is data backed up

• iCloud

• iTunes backups (local backup)

• Type of extraction from iCloud backup

• New Operating Systems

Common Issues



• Forensic tools/services

• Physical methods often destructive

Passcodes



• Mobile Device Management

• May control a single app/container on device

• May control the entire phone

• May allow employer to:

• Remotely wipe the device

• Remotely access the device

• Monitory certain activity on the device related to an employee

• May restrict employee’s ability to copy/save data off the phone 
(iCloud/iTunes)

• May also interfere with forensic process

“MDM”



• Factory resets of newer phones DELETE the encryption key

• Render data essentially unrecoverable

• Forensic exam only to perhaps bolster spoliation 
claim/motion for adverse inference

• Might obtain factory reset date

Factory Reset



Too many failed attempts



• Identify Assets

• Confirm Authority to Access

• Consent of OP, Third-Party (Employer) Ownership?, Court Order, etc.

• Collect

• Process 

• Analysis

• Review Databases

• Report

• Discuss with Attorney and Client

• Feedback/Tasking to Examiner

• Repeat as Necessary

Digital Forensic Workflow “Loop”



• Merely touching an electronic device may change data

• Last accessed dates for documents, last login dates, last “written” dates

• Auto-delete functions may need to be changed, airplane mode enabled

• Sometimes changing things is the only way, just be able to 
document/articulate every step

Concerns About Spoliation?



• Examiner may continue to hold a lot of sensitive/protected data

• Consider at settlement discussions/post- trial

• Agreement among parties as to how to dispose?

• Retention for a certain period depending on settlement, appeal, and so 
forth?

• (Please) don’t make the expert hunt you down for case status and 
disposition

What happens at the end of the case?



Questions?

Edgar Fritz
Reliance Forensics

980-335-0710
Thank you!
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