DESCRIBING DEVICES

CAUTION

If a phone is in a powered on state at seizure, care should be taken to keep the device in that state as well as
isolating it from network connections (Placing in Airplane mode, Disabling Wi-Fi and Bluetooth).

= To obtain some device identifiers, the phone could power off. Examples:
= Removing the device from a protective case.
= Removing the battery.

= Removing the SIM (Subscriber Identity Module) card.
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ANDROID DEVICE

Front

Back e "

ANDROID INTERIOR

= Back Cover Removed

= SIM Card Location

= Located under the battery
= Model Number FCC ID

= Serial Number

= |MEI (International Mobile Equipment Identity)




OLDER IPHONE

I

Front

il

OLDER IPHONE

Phone ldentifiers SIM Card Tray with IMEI

e

Assembled in China
1679C-E3085A
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NEWER IPHONE

l

|

B

BEST ADVICE

= Include photos of the mobile device in the search warrant.

= |nclude as much identifying information as possible to uniquely identify the phone: person or location seized from,
damage to the device, etc.
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MOBILE DEVICE EXAMINATIONS

9
STATE OF DEVICES
= Before First Unlock (BFU) = After First Unlock (AFU)
= This state means that the phone has been = This state means that the phone has not
powered off at some point. been powered off since the time it was
= All data is encrypted seized.
= The passcode must be brute force attacked, Not all data is encrypted — most is
if supported unencrypted (according to the manufacturer,
imately 97% of data is retrievabl
= Can take anywhere between 6 hours and 27 approximately of data s retrievable)
years to crack Can take can take several hours to extract
. the data
= alphanumeric can take even longer
10
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EXAMINATION PROCESS

= Review legal authority

= Open evidence & physical inspection

= [solate the device

= Decide best software tool to use

= Brute force attack the passcode and/or obtain an extraction

= Process the extractions in a user-friendly format

= Generate reports

= Create evidence container with a USB with recovered data and reports
= Admin/ Tech review

= Release Case

3/16/2023
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MOBILE DEVICE REPORTS
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REPORTS THAT MAY BE PROVIDED BACK

Forensic Advantage Web Evidence Container

= GrayKey Report = GrayKey Report

= Cellebrite Device Information Report/ SIM Card = Cellebrite Device Information Report/ SIM Card
Information Report Information Report

= Axiom Examination Report = Cloud Report

= Cellebrite Report
= Axiom Report

= Axiom Examination Report

13

I GRAYKEY
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Target Device Information

GRAYKEY REPORT

Device Name NCs iPhone

Software Version 14.7.1 [18G82] —

Model iPhone 8 (Global) [iPhone10,1 D20AP]

Unique Device ID (UDID) 5fbfe7ad6414dd88cf4f8306655b9b770650415:

Serial Number FFMVRC8NJCEF Provides general information
Unique Chip ID (ECID) 7131037699145774 about the device

WiFi MAC Address 3c:2e:f9:40:€9:8e Can include Apple ID, phone
Bluetooth MAC Address 3c:2e:f9:40:9:33 number, if an iCloud backup
Phone Number 191081 ——— was performed, state of the
IMEI 356705087701466 phone

DR B 2385625_088 Will also list the passcode if
Lock State : Before First Unlock —_— determined

Agent Version 2.1.11b3

Backup State iCloud Backup, Last Backup Date: Never

Owner Name NC Digital

Accounts ncdigitalevidence@icloud.com +———

Passcode (or unlock mechanism) 2014

3/16/2023
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Event Log

2021-09-27 14:46:34 UTC: Initial access started. D —

2021-09-27 15:11:44 UTC: Initial access succeeded.

2021-09-27 15:11:45 UTC: On-device agent started. Device Time: 2021-09-27 11:12:10 -04:/
Device Boot Time: 2021-09-27 10:15:14 -04:00

2021-09-27 15:11:45 UTC: Connected to on-device agent.

2021-09-27 15:11:54 UTC: Disabled WiFi. Previous value: on The event log is a log of the
2021-09-27 15:11:56 UTC: Progress report generated. events that took place while
2021-09-27 15:12:04 UTC: Passcode bruteforce started. D — the phone was connected
2021-09-27 15:12:05 UTC: Progress report generated.

2021-09-27 15:13:37 UTC: Passcode bruteforce complete. Result: Failure
2021-09-27 15:13:38 UTC: Passcode bruteforce started.

2021-09-27 15:13:39 UTC: Progress report generated.

2021-09-27 15:13:48 UTC: Progress report generated.

2021-09-27 15:14:23 UTC: Disconnected from on-device agent.
2021-09-27 15:14:32 UTC: Passcode bruteforce complete. Result: Success
2021-09-27 15:14:46 UTC: Initial access succeeded.

2021-09-27 15:14:48 UTC: Connected to on-device agent.

2021-09-27 15:14:48 UTC: Passcode suggestions added.

Can include initial connection
date, when brute force was
started, and the extraction date

16



I CELLEBRITE l
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CELLEBRITE DEVICE Device Information

l Name Value
INFORMATION REPORT Fie Sysem
Device mode! NT1AP <
Bluetooth device address 44:18:FD:20:ED:98
Model number NT1AI
Last user ICCID 8901240228184181251
Last used MSISDN +198428|
IME! 354963076122961 —
Senal FEMYTESDHFLM
Unique 1D 6600D011572690¢9167a74919c333760cb92335
Last Cloud Backup Date 6/17/2022 4:25:34 AM(UTC-4)
Time Zone (UTC-05:00) New_York (America)
Apple 1D therealvivianwhite@icloud .com
| iCloud account present True
Advertising Id (IDFA) #1 68808A360-6E59-4663- AEDC-OE 0666844120
Device Name Vivian's iPhone
Faclory Reset 6/2/2022 1:45:36 PM{UTC 4
0OS Version 1351
4 ICCID 8901240228184181251
Provides general |
q q MSI 310240228418125
information about the Deteciod Prions Model Phone 65
X Phone Settings
Message Retention Duration Forever
deVIce and/ or SIM car Location Services Enabled _ Faise 1—
Find my iPhone enabled True |
Tethering
Last Hotspot Activity 6/2/2022 5:50:02 PM{UTC=0)
Network Interfaces
1 Wi-Fi MAC address 44:18:FD:1A:CD:9D
| MAC address 46:18:FD:13:71:8E
L MAC address 48:18:FD:13:71:71

18



Source Extraction

File System

Extraction start date/time 6/25/2022 4:37:36 PM(UTC4) —
Extraction end date/time 6/25/2022 4:51:37 PM(UTC-4)

Unit identifier 153336290

UFED version 7500.137 +—mmMmM8MmM ™

Internal version 7.50.0.137

Selected manufacturer Apple

Selected device name N71AP

Machine name LAPTOP1

Connection type Cable No. 210

Extraction type File System ————r

10S version

13.5.1 (17F80)

Extraction ID

170DAE78-84B5-4779-B779-DFES50983A88

Extraction (UFD) file data integrity

Intact

THE DEVICE INFORMATION REPORT ALSO PROVIDES EXTRACTION INFO INCLUDING:THE
DATE OF THE EXTRACTION, THE SOFTWARE VERSION & THE TYPE OF EXTRACTION

CLOUD REPORT

| Item 1 Cloud Report - Notepad

File Edit Format View Help
Facebook : ¥

Facebook Messenger : *
Lyft : 1691716969868927266
Telegram : C B

The cloud report will list out accounts that were
found within the extraction

It will list the platform followed by the username/
id associated with that platform

20
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CELLEBRITE REPORT

© Apple iPhone 6 (AI633.. - | Wekoms « @ Exraction Summany ) x

a8 ot Pl System

Extraction Summary + hod e [ye—— Pre— —

User friendly format that allows the examiner to click through the data obtained from the extraction

21

APPLICATION USAGE LOG

© Apple. iPhone 6 (A1633) 20.

Analyzed Data —

@O dB @@
<

B EO@B B0

[
*

B T R P
[

A % Applications Usage Log Gato

22
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INSTALLED APPLICATIONS

nalyzed Data

Applcation 0o
Aggregated Appcation Usage (60)
B appikcations Ussge Log|

B v e X K@ Owodedty T Name = Vesion

W Calendar

 camps

0 cantact

) Devices & Networks (253

9 tocation Rebaed 9121)

B ManualData Collection R2528)

© hedia (5284)

TR—— an
B emor )

[T e——

¥ physial Act

reh & Web (163)

s Cotebite

Applications (2293

O confgurations (20727

8 Datsbases (624)

» Installed Application

Home:

Detted One:
Applcation i tbyes:
Copright.

Attt Famidy.
Source epossory Patc

[re— i symen

Permissions

ias names

Categories

Databases
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Apple iPhone 65 (A1633) 20. © Extraction Summary (1) « @ Caillog (M) x

‘Appication (036)

£ Aggregated Applkation Usage (50
Applications Usage Log 2397 — -

Systom & Logs 578

Instalied Applications (585} =P X| KO0 R, | herten 7 | Tmastamp
Calondir 130) ! © 10509 452850
: « -1 e 25 &
calog 1) s [
icemails 1 4 I3 ®:
Contacts 538) s « ot
[ —— . .5 -
Locaton Reates 120 7 @ .
ManualDats Collection 2528) f <
Media (15484) 9 < o e
< Tou 571545708) ¥ L v
Messages (126) & o 150000001 Cane: o2 "
PhysicalActvites (70) 2 5 P P
Seach . Web 63 » « o
© o1 (313) 308263 &

5

Mises

J—

SA—

TP

12



VOICEMAIL

O Extraction Summary

Application (1236)

‘Aggregated Application Usage (60
LI
S ——

ons Usage Log

b B Gledarmo

© callLog ()

rastargs

6252022 11523 PMITE4)

® Volcemats (1 x

From * Mame

From: + 15094528541 10 1

* | Buraion ™ | Recomcing -

0002 Fi Hrootprate/va e Libran Vokcemai Lam (58465

R, Soxmce e oemation

eicemui | 03¢
Tamr:00
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CONTACTS

Wekoma O Extraction Summary ()

W | —
Iestalled Applcatons (8 =
Calondar (1307 Ll i)
- LI
Contacsts36) ! !
rstagram (1) L ‘
[e— [ s
Hatie 385 '
ativ Maesages (2 T lm
Protoobtsd 2)
pecents 05) h :
- ' ’
Whatsags ) |
Devicos & Nobeorks (259 @
Losation Relsted (51 ']
s Dt Collect f
Madaiseny f u
Nemos 21 [T
Mesages 26) [
P —— ' r
'

© CailLog ()

© Voicenals (1)

@ Conants 5381 x

Fhanes - > OtherErvies * nttmcotaded T
Made 15712 Usenaeme e
s ame 58
[re—
Ure e 7.
Phane Husber
Userame 72
U Hame 2
[
Phane Hunber
Ui Name 25,
Uses Hame 77
Phone tumber

» Contact

Notes

Fie ysiem

Intera
agp o
Additional info

Details

[ ——

Moo «15713071288
Organizations

Addresses
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DEVICE EVENTS

Apple._iPhone 65 (A1633) 20... * Welcome O Extration Summary (1 Calllog (4} O Voicemaits (1)
Analyzed Data
Appication (3034 e—
Apsikcation Usage 52)
Usage tog @39
] —v 1 T XK Swttee * Endtine

Iratated Appi
Catendar (120)
cats )

Contacts(53%)

tocaton Retated (32)
Manwsl Data Callection
Media 1545

Messages (126)

Physical Actvties (70)

tom & Logs (578)

R I L

ser Accounts & Detall (503}

' B E @O0 BP0 B O IR0 @

Data files

© Contacts (538)

® Device Events (431 x

Addtionstinko

£, Source fhe information

lockdomnaio 00

tesgeC.b

+
Fo—
= fomeren
LR Source He: Appie Phce £ (1833 sp/1sstpnate
ockdomnd og 00 (S 15104 bes
Additional info
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DEVICE CONNECTIVITY

Wekcome O Exwaction Summary ()« O Callog (M) O Vokemads ()
Aopications sage Log 239
e W = |r S [x|<[ommrm ¥ | -

Insaled Aggications 345)
i ' ' e Heaiet
e P& | | Voo
p— v = e
v & utweria LI
o owers 051 ' :
Dovic Connacthty 1) ' e
Jo— A B

B e
[RAT———

' 3
[———

P
Manua Data Coection

'
s 5488)

8 =

' 3

' .
[remp——

A ,‘
Saarcn s e 015)

8
Pre—

s L

e Accounts 1, Dol (5031 A

Data files

Davice Events (1431}

Commectny mthod

® Device Connectivity (1171 x

Addres B8ORS, Dmemed
s 5. Dewwd
Addres £328052. Detcted

aatess f—
dress

» Device Connectivity

Dok ame:

Device Identifiers

Adss

28
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DEVICE LOCATIONS

Apple_iPhone 6s (A1633). O Extiaction Summary ()« O Callog (M) « O Vaicemsds() O Contacts (538)

=ah %|<| ] otm .
Rk =
Contacts (538) L bl
>
P ——
i - o2 6 P
¢ Locaton Rt )
9 Device Locations (912 . *
& Manual Gata Collection - 4 *
©  Modia (15484) L d *
B Memos2) 4 hat
®  Messages| . et
. 1 -
P Akl ()
Ty
= L] *
] 1 117 PMITE:
Applications (2297 L] ' F T
Fprre—— . = 4
s . e

O Contigurations (20721

3 oubases 20

O Device Events (1431

O Wireless Networks (26)

s 021) %

2 3 Location

Cosmaetin
Settct Py

A28 PTE-4

29

MANUAL DATA COLLECTION

Weicome < @ tan x O o

Apple.iPhane 63 (A1

Analyred Data

Iestalled Applications (58
o

- imerspmassaginguis i 127921
cate profiepcet 109621 131574545061_4275
it 15

Comacts 338)

Device Locations (121

User Accounts 16)
e (15484)

Memas @

Messages

Search & Web 163)

Syt & Logs (578)

User Accounts & Detad (503}

Data files

O Cilllog(M) = O Volcomails(D) = O Contacws(538) O Devics Evemss (431

»@Chat

~ © Select/Deselect 2.

]
7

30
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IMAGES

Welcome ® Images (13770) x  © Chat (Genle: Chats) (147) © Genis: Contacts (151)

© Apple_iPhone 65 (A1633)_20.

TableView | Thumbnail View  Fol

—

59
Location Related (91 )

9 Device Locations (91

— |17 .
& Mancal Dta Colection
0 mesasame
2 ko (9 @News+
B images (13770) (6322 known, les)
= =

@News+ Audio

Search & Web (163)

[
[J
[}
[}

B systom & 10gs (578)

|

28 User Accounts & Details (503)

Data files —

Applications (2283)
B Archives 262)
abenn cenminin G NeWs Today

& Configurations

8 Databases (62 = = =

“ WA

£

© Ganle: Locations (2215)

#News+

G Audio

© Genla: User Accounts (16)

© Genie: Passwords (5) « O Exraction Summary () < O Calllog (1) « O
+
| Jl]
ExE - - a -
= =
g
F
L]

SNews+ Audio

31

© Extraction Summary () @ Nows @) x

B images 13770
b viduos 7m
C W Memo
> # botes)
—
Phapica Actities (701
Search & Web (151
System & Loga{578)

3t User Accounts & Detail

Data files

Apsiication
B Avchives @52)

@ Configurations (9727}
®  Databases (520)

@ Documents (3014

= Eachamge

B tengun

* Uncategerized cto: X . -

b —v s D X AP Lo * MedtoonTia v e ol
! - ion
 pudio (1536 LI 25002 120026 PUTC) 6572022 120047 PRAUL.
om . —

"

. Actions ™ @ -

ssarcaansrs

o 1 (A163) ot prvceis
or

Summary [«

Body [11] v T [t
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EMAILS

> Apple.iPhone 65 (A1633) 20.

Analyzed Data

pem— - . -
°
'
L]
Ny —
- ]
S
L G
® o sctises ) '
e web s
L] L]
sem o3 578
[yer—— '
Data files =@
L]
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& Configur
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@ Documents (301)
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o
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Tomestamp: 672572022 405 PUTC-L

T theresmntsScoudesm (zarer)

«<

BCC
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F 3
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e——
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Spiem  Logs 57 '
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E ?
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1 @
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B Documents 010
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P Unalgoioed 0410 e
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[

B0251 PMTC

* SdecfDesccta @
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BOOKMARKS
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Source
KnowledgeC

KnowledgeC

SOURCE COLUMN

Safan
KnowledgeC
Safari
KnowledgeC
Safari

Safani

The source column provides
where the information was
parsed from within the
extraction

KnowledgeC
Safari
Safari
KnowledgeC
KnowledgeC
Safari
KnowledgeC
Safari
KnowledgeC

Safani

b ,Q Source file information v
knowledgeC.db : 0x44C3CD
knowledgeC.db : 0x38C0E3
History.db-wal : Ox7034E
knowledgeC.db : 0x38C30C
History.db-wal : 0x7038E
knowledgeC.db : 0x38C52D
History.db-wal : 0x703F0
History.db-wal : 0x70438
knowledgeC.db : 0x38C80A
History.db-wal : 0x70476
History.db-wal : 0x70485
knowledgeC.db : 0x38C997
knowledgeC.db : 0x38CB16
History.db-wal : 0x70533
knowledgeC.db : 0x38CC16
History.db-wal : 0x704F4
knowledgeC.db : 0x38CEF0

History.db-wal : 0570572

Extraction
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System
File System

File System

37

PASSWORDS

© Apple.iPhone 6 (A1633) 2022- Wekome @ Passwords (304) % O UserAccounts(8) O ExeactionSummary() O Nows@) « O Emads 7D
Analyzed Data
L]
1
1
] .
n 4
1
(I T
' r
1 s mfacabcke
g s

Exchang (65)

T )

ncategorizd t20476)

O Chat (Chas (42)

O Health@®) O Satai(s) Log Entries 678« O

Tye " Dstecreses

oF a3 S DMESTERNG

A hartdertr

38
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USER ACCOUNTS

Apple_iPhone s (Al

Analyzed Data
Aopleston
Catendar 020y

@ tocation Retated (v
®  Marust Data Colles
O Mo 15484)

3 Usen Accounts )
ta files
Te—

B ke 2

O connguations

Wome

O Brctionsammary (0 < O Passbook (1)
—v it T X A Ceentire P - fme
= 3 -

. [rossprnn
a z

. .
= T 6272022 15608 P
. .

[

® Uses Aceounts (18) %

—

Other Frties TS CE R PR TR

Bevie ocator

FunesShore

[

Mo -1500844875

Phone Huember +15842.

Pesttd

% User Account e -
g J L
=

——

paatnat
SppleatonCDATEE

Other entries

Fucebonkid 10006252401011

b e Semrhgniion

Organizations
Address

MNotes.
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0S5 Device Information

AXIOM EXAMINATION
REPORT

Record 1

IMEI

Serial Number

Device Name

Display Name

Model ID

icap | e

Location Services Enabled = Falce —
Last Cloud Backup Date/Time | 6/17/2022 8:25:34 AM

- UTC+00:00 (M/dfyyyy)

OS Version
Find My iPhone Enabled
Source \data_ark plist
erences\com apple.
. T\private\var\mobile\Library\Preferences\com.apple.m
Provides general
. . T\private\var\wireless\Library\Preferences\com apple
information about the
. Torivate\varwireless \Library\Preferencesicom spple
device
. T\private\var\mobile\Library\Preferences\com apple
Location .
:
.
. -H"o.-,n\:UC
. n/a
Evidence number «  Apple_iPhone 65 (A1633).zip
Recovery method hd Parsing
item ID 4809

THE EXAMINATION REPORT SEPARATELY LISTS OUT INFORMATION ABOUT THE SIM CARD

ICCD

Phone Number
Updated Date/Time -
UTC=00:00 (M/d/yyyy)
SIM Card Slot

Source

Location
Evidence number
Recovery method

kemID 14900

EEERE T

THE REPORT ALSO PROVIDES LITTLE
INFORMATION ABOUT DEVICE
CASE PROCESSING DETAILS

SCAN 1

IT MAY LIST MORE SCANS IF THERE ARE MORE Scanned by Lyndsay Haak
EXTRACTIONS Scandate Monday, September 26, 2022 11:56:47 AM
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AXIOM REPORT

" FORENSIC EXAMINATION REPORT
TenERIIEY CASE NUMBER P2022-00573

R

Caseinformation
tember 26,

September

Refined Results

Web Related

User friendly format that allows the examiner to click through the data obtained from the extraction

43

REFINED RESULTS: FACEBOOK URLS

Facebook URLs

T T Date/Time
o UTC+00:00
awayy)

| ttes:tren-gh.facebookcom At Facebook. WebKit 82
home page Browser o Applei

History = Apple iPhone 65 (A1633)2ip\flesystem

ttgsszzh-hi facsbook com

14801

= Apple_iPhone 65 (A1633)zip\flesystem I\private\vardb\uidte

o Apple.iPho

44
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GOOGLE SEARCHES

0ogle Searches

mysearehzg =ankde s monitoriie=UTF-8800 =UTF-Bshi=en-ysaclient=satari
ankle 2q=; =UTF-3 shclient=satari
monitor
ole. 4 monit Client=satari
ankle  Diipssivny I=ankles monitorkie=\TF-8 00 = UTF-8&hl=en-yskcliont=satari
monitor
gle. monit UTE-38.00 =UTF-3h client=satyri
forsiciisns a0
ivn = =22hUKEwin3475 uBbaAXMblk AUOAZGECAION 55382
ta= toriie =\ TF -8 ce = scliznt=satari

DaterTime
Date/Time
~Local Original
Time Saarch
UTCH00.00
vy |0 Query
vy |

Search

3/16/2023
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Filter

Apple_iPhone 6s

(41863
58E4-4719-97

Apple_iPhone 65
(A1633).zip\fi
58E4-4719-9

* Apple_iPhone 6s

)zip\filesystem1\private\var\mobile\Containers\Data\Application\CF4749F5-
95-19CFEEF4EFB2\Librany\Caches\com.duckduckgo.mobile.ios\Cache.db

lesystem1\private\var\mobile\Containers\Data\Application\CF4749F5-
5-19CFEEF4EFB2\Library\Caches\com.duckduckgo.mobile.ios\Cache.db

SOURCE

The source column provides

the path from where the data
was parsed

46
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IDENTIFIERS - PEOPLE

Identifiers - People

btconnect.com

Casey®@jail

QUINTIN

First
Name

First

Name

Last
Name

First
Name

Last
Name

Apple
Contacts -
i0s

Apple
Contacts
05

Apple
Contacts -

i0s

Contacts

ios

Apple
Contacts
i0s

10933
® Apple_iPhone 65 (A1633) rivate\vanmobile\Libr stions\snippets.db
11072
* Apple_iPhone 65
(A1633).zip\filesystem1\private\var\mobile\Library\AddressBock\AddressBook.sqlitedb-wal
11068
.
ate\var\mobile\Library\AddressBock\AddressBook. db-wal
11068
* Apple_iPhone 65
(A1633).zip\filesystem1\; varymobile\Library\AddressBook\AddressBook sqlitedb-wal
11080
* Appl
(A1633).zip\ ar\mobile\Library\Addres
11080

Apple_iPhone 65
(A1633).2ip\

mobile\Library ql

47

USER ACCOUNTS

User Accounts

d |Tags |Comments

Apple

Apple

8DA18E-6210-434D-91
AB34TCIAREFS

TDCA4TAT-
csco-

1DADDOAS0ADT

therealvivianwhite:

therealvivianwhite®i

therealvivianwhite@icloud.com

d.com

Email Address(es)

Created

DatelTi
— ate/Time

Number(s)

48
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WEB RELATED: CURRENT TABS

DuckDuckGo Current Tabs

Tags Comments

Filter Filt Filter Filter Filte Filter

https://www.greyhound.com/en/info/session-

Session
timeout

Timeout

Yes

49

iOS Safari Cache Records

DatefTime

Content

UTC+00:00
watyyyy)

VIS S3TaT1 S ST HTOWSINg HEMOTEL ONMGUITION- U DIlSt

- 2 sig=zipSankitE- 6/21/2022
XT{XhS4N1Wg%3D363D&domain =kg&image url=https%3A8E2F%2Fupload.witimedia org3i2Fuikipedias S62Fthumb2F 65 2F Anklet on female feetjpgSé2F2000x  10:46:59 PM
Anklet on famale fastjpoRspec=120-150-NC-

bltps://cg SUIaVE/Nolmage-Safari-50-Azden 2xpng w02 0 |png 343
10:46:59 BM

e m: O 1/2022 3842

Vigw more., 10:46:59 PM

50
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3/16/2023

SAFARI HISTORY

Safari History

e e

Mt o safacom oo

httos://mesu apple comiasset

e un

pes NLMMPdesinations/1 6583896413 /Confirmaverify=4 a3ceeba 188201 S2cedeeIdoseasIct
bites:/Ageogl arch?o= bi=en-usficlent =satar

ttos:/wa googie com/searchi=anki 88,00 =UTF-B&hi= e0-usiclient =satar

Last vistied
DatarTima

TG00
oy

51

ilter

COMMUNICATION: CALL LOGS

- Commems

Filt Filter Filter Filter
Local User
<Apple_iPhone * €
63
(A1633).zip>
Local User
<Apple_iphone * D000000000+00#0700#"8&546320€p0
63

(A1633).zip>

Call Status

Filter Filter Filter Filter
ncoming | Phone
Incoming | FaceTime
Video

Filter

3/11/2004 255
8:18:09 PM

12/2/1992 41
8:27:21 PM

52
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MESSAGES

iOS iMessage/SMS/MMS

Date/Time
UTC00.00

Wityyyy) dtyyyy)

o Local User

MS  Received
o Local User

Received

776836 MS  Received
* Local User

53

VOICEMAIL

Sent Date/Time Deeion
eco Tags |Comments |Audio - UTC+00:00 (Seconds)
(W/dlyyyy)

a

Filter Filt Filter Filter Filter Filter Filter Filte Filter
Greeting.amr Greeting
ltranscript | +15094528541 Hey it's best your PO called here looking for you | didn't say anything but I heard you're helping A Message 22

Casey | don't think this is a good idea you're both going to get caught

u need to be careful
also Casey owes me 100 bucks tell him I'm still waiting

54
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3/16/2023

SOCIAL NETWORKING: INSTAGRAM MEDIA

Instagram Media

Orgnat | Skan Tone

URL | MDS Hash
Height | Percentage

ecora [Togs | comments | Cotegory [ Prte
TG00
sy

image/je

16230828920380606 170

image/jpeg 6/252

55

INSTAGRAM PROFILES

Instagram Profiles

User ID

jscontent-iad3-1 cdninstagram com/v/t51,.2885-
19/20082657 07533934125 4762418925750001276 njpg?l

$150x150& ng ht=sconte

Emma Watson 1418652011 - Yes No No
2 njpg?
chelseaislan 188236 bitps ntent-iad3-1 cdninstagram.comyv/t51.2885- 53894272257 Ves No No
19/161610820 718577235 015 njgg:
stp=dst-jpg $150x150&
Vitw more.
pons Lele Pons intent-iad3-1 cOm151.2885- Yes No No
19/281572840 326 & 277 njpg2
325734299 s No No

View

56
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INSTAGRAM POSTS

iOS Instagram Posts

[
Created
DatefTime

UTC+00:00
wdyyyy)

46715566197

Jennifer

nget1

7| thetrillionairelife | The
Trillio
Life

thetrill

Profile Picture URL.

Fiter

Looking into the future 1.cdninstagram.comy

Pasted Image URL

ram.com/v/ts1.2885-

ith the strength of 13 284443616 563237362103002 6304101700 njpa? 10673518 njpa?
Million and counting. For | Stp=dst-jpg_S150%1504 nc ht=scontent-iadi-1
having my back through it | View more.
all.. 3gratef
Looking into the future 7 -iad3-1.cdn /5121 hitps:/isc 1 7151.2885-
ith the strength of 13 63237382103002 4101709657941195 njpg? 15290007251 74 njpg?
Million and counting. For  stp=dst-jeg. 15041508 nc ht=scontent-iad3-1 Sp=0st-jpg 835 p249:249& nc ht=scontent-i
having my back through it | Vigw more, View more,
all.. #grateful @
Looking into the future hitps:/s Gram.com/y/t51.2885- hites/i/scontent-i dninstagram.com/v/t51.2685-
vith the strength of 13 19/284443616 563237382103002 6394101709657941195 njpg?  15/200267084 4055151945671860 7877901010716655392 n.jpg?
ist-jeg nc ht=scontent-iad3-1 t 2498 nc hi=scontent-ia
i 3-1.coninstagram.com/y/t51.288 hitns//sc 3 -1 cdninstagram.com/v/t51.2885-
1 7 24 751062165031340 8231705845037117056 njpg? 1542 3178 5230774857014021 19673518 njpgl
Stp=dst-ipg, nc ht=scontent-i Stp=dst-ipg_e3s p249:249& nc hi=scontent-i
View more., View more.,
Congratulations @@ bt tent-iad3-1 cdninstagram com/t51 2885 t-iad3-1 cninstagram comu151 2885
19/287823724 751062165031340 §231705845037117056 njpg? 5230774857014021 19673518 nipgl

¢ nc ht=scontent-i

mage

Posted
mage

Posted
mage

Posted
Comment

Posted
Comment

Taken
Dale/Time
uTC+00:00
(idyyyy)

6/25/2022

@ o

m
B

57

MEDIA: LIVE PHOTOS

DaterTime

uTC0e00

Last
Moddied
DateiTime DaterTime
. - Local
uTC0e00
i)

Timazons

Somware | Make

58
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3/16/2023

VIDEOS

Videos

File
Extension

F

Eroadway.mo mon
= el
= o= o=m o es =
e e b - —
= = = =
ProximityPairingLoop.mov mov
= = == =
= = = = =

Created
DaterMime

UTC+00.
dryyyy)

Modified
Date/Time

Parcentage

Created
Date/Time

Bt
Extraclion
st

UTC+00:00

EE Compt 050
00 Complete | 100 124 1124

59

EMAIL & CALENDAR:APPLE MAIL

Apple Mail

1 madinaplus Sseniceg
manwiteicieud cen

Sert
DateTne

urceacn
awary)

ure:
owavrm

Return-path

Important

Yo have subseribed o updates from MedlinePlus. For security reasons it is sequired
that you confirm you request aow by following this link

Conlicza Siguan 1o MedlinePlus Updates Now
I this account was cresred. without your knowledse of you otberwise donot wish fo
keep it a0 4. Vnconfirmed ac

whorized use of your sdda

: -
password to your MedlinePlus subscription preferences.

This ennail was sent 1o therealvivi

arvhite Giclowd com.
preferences or stop subscriptions, log in to yous Us
For questions or problems with this service, please contact Help

60
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Apple Notes

Tags | Comments

Filter Fit | |Filter Filter Filte

Greyhound | iCloud
station Notes

Notes

tytonidae  iCloud /

DOCUMENTS: NOTES

ytonidae

Greyhound station 1400 Jefferson Davis hey Fredericksburg

Encrypted

Filter Filter Filter
1400 No
Jefferson
Davis hey

K
No

3/16/2023

61

ord | Tags | Comments

Package Name

e Home HomeUlSery

com apple.Mag

ilephone

APPLICATION USAGE: INSTALLED APPS

Installed Applications

10 Health

ce 3676 HomeUlSeny

jons/Health.app

ons/HomeUIService.app

ons/Magnifierapp

jlePhone

62
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3/16/2023

APPLICATION USAGE

nowledgeC Application Usage

- UTC+00:00 End Daie/Time - UTC+00:00 Recorded Date/Time - UTC+00:00

2 com.duckduckgo.mobileios | 6/25/2022 3:54:48 PM 6/25/2022 3:54:53 PM 6/25/2022 3:54:53 PM
3 com.apple.mobileslideshow 54:38 PM

4 com.apple.mobileslideshow 6/25/2022 3:41:45 PM 6/25/2022 3:43:19 PM

ple.Preferences

2022 3:41:35

/2022 3:41:45 PM

f2022 3:41:45 PM

6 com.facebook.Facebook

6/25/2022 3:32:53 PM

u
&

DEVICE LOCK STATES

KnowledgeC Device Lock States

Start Dale/Time - UTC+00:00 End Date/Time - UTC+00:00 Recorded Date/Time - UTC+00:00
(wdsyyyy) (M/dryyyy)

Filter Filt Filter Filter Filter F

Unlocked  6/25/2022 8:34:41 PM 6/25/2022 8:34:51

5/2022 8:33:36 PM

6/25/

Unlocked

Unlocked | 6/25/2022 8:33:30 PM

o
i
S
IS
5
©
£
=

Unlocked | 6/25/2022 8:27:51 PM 6/25/2022 8:32:22 PM

Locked 6/25/2022 8:18:33 PM 6/25/2022 8:27:51 PM

6/25/2022 8:27:51 PM

Unlocked
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3/16/2023

OPERATING SYSTEM: AIRDROP DISCOVERABILITY

AirDrop Discoverability

Filter Filter

Discoverable mode changed from Contacts Only to Off, posting
netification

6/24/2022 5:13:37 PM Contacts | Discoverable mode changed from Off to Contacts Only, posting
Only notification

off Discoverable mode changed from Everyone to Off, posting notification
6/25/2022 1:38:16 PM Everyone | Discoverable mode changed from Off to Everyone, posting notification
off Discoverable mode changed from Everyone to Off, posting notification

65

AIRDROP TRANSFER

AirDrop Incoming Transfers

Togs | Comments | *° z v Stats
UTC+00:00
(Widryyyy)

jpeg 1 Yes Phone No No d1d59¢a2d664
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NETWORK USAGE

Network Usage - Connections

Record

Filter

o

-

Filt Fi

Filter

Network Name

TFW

NCGuestWiFi

TFW

TFW

TFW

Cellular

Cellular

Cellular

Cellular

Filter Filter Filter

o
o
&
S
=
¥

14563592 6/3/2022

6/3/2022

13268738 6/3/2022 /3/2022

67

CONNECTED DEVICES: BLUETOOTH DEVICES

Bluetooth Devices
;omments
Fi ter

Filter F

MAC Address

E3:28:E9:20:9A:1D

A2:9D:FE:9T:BE:S3

Filter

PYLEUSA

VAVA
Moov28

MONSTER
WBAS-
1008

6/25/2022
10:17:24 AM

Filter

Audio/Video

Headset
Device

Audio/Video Wearable

Audio/Video

Headset
Device

Wearable
Headset
Device

zip\filesystem1\private\var\containers\Shared\SystemGroup\76ACBT4D-7721-4CE4-

27D\Library\Preferences\com.apple MobileBluetooth.devices.plist

Apple_iPhone 65
(A1633).zip\filesystem1\private\var\containers\Shared\SystemGroup\76ACB74D-7721-4CE4-
ACCS-E68CCD26927D\Librany\Preferences\com.apple. MobileBluetooth.devices.plist

Phone 65

tem1\private\var\containers\Shared\SystemGroup B74D-
68CCD26927D\\Library\Preferences\com.apple. MobileBluetooth.devices.plist

Apple_iPhone 65
(A1633).zip\filesystem1\private\var\containers\Shared\SystemGroup\76ACB74D-7721-4CE4-
ACCS-E680CD26927D\Library\Preferences\com.apple.MobileBluetooth.devices.plist
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LOCATION & TRAVEL: APPLE MAPS SEARCHES

Apple Maps Searches

L Tags BT Search Created Date/Time -
= Term UTC+00:00 (M/diyyyy)
“ilter Filt Filter Filter Filter Filter Filter Filter

267 Alwington Blvd, Warrenton, VA | 6/24/2022 6:47:27 PM 38.6961663 -77.7918162
20186, United States

12352 Coffeewood Dr, Mitchells, 6/24/2022 5:51:28 PM 38.3651302 -78.0192179
VA 22729, United States

541 Sunset Ln, Culpeper, VA 22701, 6/24/2022 6:12:22 PM 38.4556539 | -78.0125331
United States

1 N US Highway 64, Manteo, NC | 6/3/2022 3:38:00 PM 35.8975639 -75.6673687
7954, United States

3/16/2023
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SIGNIFICANT LOCATIONS

Significant Locations

70

35



THANKYOU

TIMOTHY SUGGS
919-582-8912

DIGITAL EVIDENCE SECTION:
984-204-2547
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