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DESCRIBING DEVICES

CAUTION

 If a phone is in a powered on state at seizure, care should be taken to keep the device in that state as well as 
isolating it from network connections (Placing in Airplane mode, Disabling Wi-Fi and Bluetooth).

 To obtain some device identifiers, the phone could power off. Examples:

 Removing the device from a protective case.

 Removing the battery.

 Removing the SIM (Subscriber Identity Module) card.
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ANDROID DEVICE

Front Back

ANDROID INTERIOR

 Back Cover Removed

 SIM Card Location

 Located under the battery

 Model Number FCC ID

 Serial Number

 IMEI (International Mobile Equipment Identity)
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OLDER IPHONE

Front Back Side

OLDER IPHONE

Phone Identifiers SIM Card Tray with IMEI
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NEWER IPHONE

Front Back

BEST ADVICE

 Include photos of the mobile device in the search warrant.

 Include as much identifying information as possible to uniquely identify the phone: person or location seized from, 
damage to the device, etc.
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MOBILE DEVICE EXAMINATIONS

STATE OF DEVICES

 Before First Unlock (BFU)

 This state means that the phone has been 
powered off at some point.

 All data is encrypted

 The passcode must be brute force attacked, 
if supported

 Can take anywhere between 6 hours and 27 
years to crack

 alphanumeric can take even longer

 After First Unlock (AFU)

 This state means that the phone has not 
been powered off since the time it was 
seized.

 Not all data is encrypted – most is 
unencrypted (according to the manufacturer, 
approximately 97% of data is retrievable)

 Can take can take several hours to extract 
the data
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EXAMINATION PROCESS

 Review legal authority

 Open evidence & physical inspection

 Isolate the device 

 Decide best software tool to use

 Brute force attack the passcode and/or obtain an extraction

 Process the extractions in a user-friendly format

 Generate reports

 Create evidence container with a USB with recovered data and reports

 Admin/ Tech review

 Release Case
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MOBILE DEVICE REPORTS
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REPORTS THAT MAY BE PROVIDED BACK 

Forensic Advantage Web 

 GrayKey Report

 Cellebrite Device Information Report/ SIM Card 
Information Report

 Axiom Examination Report

Evidence Container

 GrayKey Report

 Cellebrite Device Information Report/ SIM Card 
Information Report

 Cloud Report

 Cellebrite Report

 Axiom Report

 Axiom Examination Report

GRAYKEY
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GRAYKEY REPORT

 Provides general information 
about the device 

 Can include Apple ID, phone 
number, if an iCloud backup 
was performed, state of the 
phone

 Will also list the passcode if 
determined 

 The event log is a log of the 
events that took place while 
the phone was connected

 Can include initial connection 
date, when brute force was 
started, and the extraction date
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CELLEBRITE

CELLEBRITE DEVICE 
INFORMATION REPORT

 Provides general 
information about the 
device and/ or SIM card
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THE DEVICE INFORMATION REPORT ALSO PROVIDES EXTRACTION INFO INCLUDING: THE 
DATE OF THE EXTRACTION, THE SOFTWARE VERSION & THE TYPE OF EXTRACTION

CLOUD REPORT

 The cloud report will list out accounts that were 
found within the extraction

 It will list the platform followed by the username/ 
id associated with that platform
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CELLEBRITE REPORT

User friendly format that allows the examiner to click through the data obtained from the extraction

APPLICATION USAGE LOG
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INSTALLED APPLICATIONS

CALL LOG
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VOICEMAIL

CONTACTS

25

26



3/16/2023

14

DEVICE EVENTS

DEVICE CONNECTIVITY
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DEVICE LOCATIONS

MANUAL DATA COLLECTION
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IMAGES

NOTES
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EMAILS

CHATS
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BOOKMARKS

SEARCH HISTORY
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SOURCE COLUMN

 The source column provides 
where the information was 
parsed from within the 
extraction

PASSWORDS
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USER ACCOUNTS

AXIOM
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AXIOM EXAMINATION 
REPORT

 Provides general 
information about the 
device 

THE EXAMINATION REPORT SEPARATELY LISTS OUT INFORMATION ABOUT THE SIM CARD  

THE REPORT ALSO PROVIDES LITTLE 
INFORMATION ABOUT DEVICE

IT MAY LIST MORE SCANS IF THERE ARE MORE 
EXTRACTIONS
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AXIOM REPORT

User friendly format that allows the examiner to click through the data obtained from the extraction

REFINED RESULTS:  FACEBOOK URLS
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GOOGLE SEARCHES

SOURCE

 The source column provides 
the path from where the data 
was parsed
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IDENTIFIERS - PEOPLE

USER ACCOUNTS
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WEB RELATED: CURRENT TABS

CACHE
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SAFARI HISTORY

COMMUNICATION: CALL LOGS
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MESSAGES

VOICEMAIL
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SOCIAL NETWORKING: INSTAGRAM MEDIA

INSTAGRAM PROFILES
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INSTAGRAM POSTS

MEDIA: LIVE PHOTOS
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VIDEOS

EMAIL & CALENDAR: APPLE MAIL
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DOCUMENTS: NOTES

APPLICATION USAGE: INSTALLED APPS
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APPLICATION USAGE

DEVICE LOCK STATES
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OPERATING SYSTEM: AIRDROP DISCOVERABILITY

AIRDROP TRANSFER
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NETWORK USAGE

CONNECTED DEVICES: BLUETOOTH DEVICES
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LOCATION & TRAVEL: APPLE MAPS SEARCHES

SIGNIFICANT LOCATIONS
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THANK YOU

TIMOTHY SUGGS

919-582-8912

TSUGGS@NCDOJ.GOV

DIGITAL EVIDENCE SECTION:

984-204-2547
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