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Artificial Intelligence: 

Computer systems that can 

perform tasks that usually 

require human intelligence, such 

as visual perception, speech 

recognition, decision-making, 

problem-solving, and language 

translation.



Ethical Issues Involving AI

Competence

Confidentiality

Communication





What’s 
possible with 
generative AI?







Prompt to 

image generators

“Otter on a plane using wi-fi”

Credit for images: 
Ethan Mollick, The Wharton School, U. Penn



















What’s 
happening across 

the country?







A rise in 
AI-

generated 
CSAM



State laws 
criminalizing 
AI-generated 
or computer 
edited CSAM







G.S. 14-190.17C. Obscene visual representation of 
sexual exploitation of a minor.

Class E felony: to knowingly produce, distribute, receive, 
or possess with intent to distribute material that:

(1) Depicts a minor engaging in sexual activity; AND
(2) Is obscene.

Class H felony: to knowingly possess material that:
          (1) Depicts a minor engaging in sexual activity;  AND
          (2) Is obscene.

Minor depicted does not have to actually exist. 

“Sexual activity”
 G.S. 14-190.13(5)

“Obscene”
G.S. 14-190.13(3a)



G.S. 14-190.16. First degree sexual exploitation of a minor.
(5) Creates for sale or pecuniary gain material created, adapted, or 
modified to appear that an identifiable minor is engaged in sexual 
activity

• Class D felony

“Sexual activity”
 G.S. 14-190.13(5)

“Identifiable minor”
G.S. 14-190.13(1a)

G.S. 14-190.17. Second degree sexual exploitation of a minor.
(2) Distributes, transports, exhibits, receives, sells, purchases, 
exchanges, or solicits material that contains a visual representation 
of a minor engaged in sexual activity or that has been created, 
adapted, or modified to appear that an identifiable minor is 
engaged in sexual activity.

• Class E felony



G.S. 14-190.5A. Disclosure of 
private images; civil action.

2) Image. – A photograph, film, videotape, 
recording, live transmission, digital or computer-
generated visual depiction, including a realistic 
visual depiction  created, adapted, or modified by 
technological means, including algorithms or 
artificial intelligence, such that a reasonable 
person would believe the image depicts an 
identifiable individual, or any other reproduction 
that is made created, adapted, or modified by 
electronic, mechanical, or other means.

Minor offenders: first offense is a misdemeanor, subsequent offense is a Class H felony





1. publications involving “authentic” intimate visual depictions 
of adults; 

2. publications involving authentic visual depictions of minors; 
3. publications involving digital forgeries of adults; 

4. publications involving digital forgeries of minors; 
5. threats involving authentic intimate depictions of adults or 

minors; 
6. threats involving digital forgeries of adults; and
7. threats involving digital forgeries of minors.

Creates seven separate federal offenses:

Unlawful to “use an interactive computer service” to “knowingly 
publish” or threaten to publish an “intimate visual depiction” or 
a “digital forgery” of an identifiable individual.



How are courts 
responding?



District 25 
Administrative Order





How could this 
come up in 
your cases?



Scenario #1
A petition has been filed alleging the 
juvenile, Jonny, used an AI app on 
his smartphone to create a nude 
deepfake of a classmate based on a 
picture the classmate posted on 
Instagram. Jonny allegedly shared 
the deepfake with a different 
classmate.

You represent Jonny at adjudication.

What issues come to 
mind? What defenses 

might you explore? 

What evidentiary issues 
do you anticipate? How 

will you attack the State's 
evidence?



Digital 
Communications
(social media, 
texts, emails)

I’m going to call in 
a fake threat to get 

school canceled 
so I don’t have to 

take this test.

Party at Jenny’s 
tonight. Who’s 

in?



Authenticating digital communications

Proponent must show evidence is 
what proponent says it is. 
• Testimony of a knowledgeable 

witness, or…
• Circumstantial factors (e.g., 

distinctive characteristics) that 
show the purported author 
wrote the statement.

Rule 901



First Amendment Issues

• Miller v. California, 413 U.S. 15 

(1973)

•  New York v. Ferber, 458 U.S. 747 

(1982)

• Ashcroft v. Free Speech Coalition, 

535 U.S. 234 (2002)

• Highest courts of six states have upheld 

nonconsensual pornography laws 

against First Amendment challenges



Scenario #2

Your client, Jonny, allegedly left 
an anonymous voicemail for the 
school principal where he said, 
“Revenge is going to be sweet. 
See you at the football game.”

Through discovery, you receive a 
copy of the voicemail, which does 
sound like Jonny. Jonny denies it 
is him and believes someone 
created a deepfake of his voice.

How do you determine if 
you want to pursue the 

‘deepfake defense’? 

What will you need to 
show the voicemail is not 

Jonny at adjudication?







This stuff is happening. How do you address it?

Identifying an expert

• Ask! (colleagues, OJD, 

Listserv)

• Forensic Resources 

database (Sara Olson, IDS)

https://forensicresources.org/ 

https://forensicresources.org/


Paying for an Expert

AOC-G-309

www.NCJuvenileDefender.org

Motion for expert funds

Ex parte likely available
• 6th amendment 

implicated

Discoverable by DA? 
• Calling witness
• Admitting report
• Exercising discovery 

rights



Forecasting Potential Changes to the 
Federal Rules of Evidence

➢ Many possible outcomes 
➢ Proposed Rule 707 (reflects R. 702)
• Gatekeeper function
• Sufficient data
• Reliable methods reliably applied
• Helps trier of fact

➢ Considering R. 901 (authentication)
➢ May be model for N.C. changes



For now…what 
about Jonny?
• Get expert + funding
• Establish authenticity, 

foundation, and 
reliability
• High level of scrutiny
• Need competent 

witness
• Decide when to raise 

issues (e.g., in limine)

Consider in both 
directions



Scenario #3

Jonny is accused of 
defacing school property 
with graffiti. He says it 
was not him, but he took 
a picture of the kid who 
did do it. You see the 
picture and suspect it has 
been created or altered 
using AI. 

What do you do when you 
suspect your client is 

relying on a deepfake?

What are your ethical 
considerations?



Facial skin
Eyes and 
eyebrows 

Glare on 
glasses

Facial hair

Blinking (too 
much, too 

little)

Lip 
movements 

Hands and 
hand 

movements

Lighting, 
shadows, 

reflections

Text
Zoom in on 
background

Spotting Deepfakes



Competent Confidant Candor



“[Thinking about these] responsibilities, it becomes apparent 
that the conscientious attorney is faced with what we may call 
a trilemma—that is, the lawyer is required to know everything, 

to keep it in confidence, and to reveal it to the court.”

Monroe H. Freedman, Perjury: The Lawyer’s Trilemma, 
1 Litigation 26 (No. 1, Winter 1975)



Before hearing
• Talk to your client (R. 1.4, Communication)

• Be prepared (R. 1.1, Competence)

• Don't wait, even when difficult (R. 1.3, Diligence)

At court
• Shall not offer evidence lawyer knows is false   

(R. 3.3(a)(3), Candor to Tribunal)

• May refuse to offer such evidence, other than 
criminal defendant's testimony lawyer 
reasonably believes is false (Id.)



Scenario #4

The State wants to use AI 
to enhance audio/visual 
evidence to make the 
evidence clearer for the 
trier of fact to understand. 
The State is openly 
acknowledging its use of 
AI to enhance certain 
images and videos.

Is that allowed? How do 
you combat it? 

Can the defense offer this 
type of evidence?



“AI-
enhanced” 
evidence



Expert 
testimony 
based on 
AI outputs





Ex
pe

rt



Final 
Takeaways



Do your 
homework in 
cases involving AI 
evidence



Expect change, 
stay informed 



Questions?
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