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OFFICER A GETS A CALL ABOUT AN 
AWDW

CALL COMES FROM THIS 
APARTMENT

TWO OFFICERS PARK 
THEIR CRUISERS HERE
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OFFICERS SEE MY CLIENT WALKING 
DOWN THE SIDEWALK

BRADY: A REFRESHER

BEFORE BRADY

- Due process clause protects a defendant’s right to a fair 
trial.

- Brady arose out of a line of cases in the 1930-1940s holding 
that a prosecutor could not deliberately deceive the court 
and jury by knowingly presenting perjured testimony. 

- Also, the prosecution could not purposely withhold 
favorable evidence to the defendant.
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BRADY V. MARYLAND, 373 U.S. 83 (1963)

- Facts: Defendant convicted of murder. After the trial, the prosecution 
is found to have withheld a statement made by co-defendant 
admitting to the killing.

- Holding: Suppression of evidence favorable to an accused violates 
due process where the evidence is material to guilt or to punishment, 
irrespective of the good or bad faith of the prosecution.

“Society wins not only when the guilty are 
convicted but when criminal trials are fair; our 
system of the administration of justice suffers 

when any accused is treated unfairly.”

BRADY ELEMENTS

Brady violation when the prosecution fails to turn over evidence:
(1) favorable to the accused
(2) material either to guilt or punishment
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GIGLIO V. UNITED STATES, 405 U.S. 150 
(1972); UNITED STATES V. BAGLEY, 473 U.S. 

667 (1985)

- Facts: Promises/payments made to key witnesses not disclosed 
to defendant before trial. 

- Holding (Giglio): Impeachment evidence, like exculpatory 
evidence, falls within the Brady rule.

- Holding (Bagley): Evidence is material if there is a reasonable 
probability that the result at trial would have been different 
had the evidence been turned over to the defendant. 

 “A reasonable probability is a probability sufficient to 
undermine confidence in the outcome.”

 “The jury’s estimate of the truthfulness and reliability of 
a given witness may well be determinative of guilt or 
innocence, and it is upon such subtle factors as the 
possible interest of the witness in testifying falsely that 
a defendant’s life or liberty may depend.” 
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BRADY ELEMENTS

Brady violation when the prosecution fails to turn over evidence:
(1) favorable to the accused
(2) material either to guilt or punishment

KYLES V. WHITLEY, 514 U.S. 419 (1995)

- Facts: Prosecution fails to turn over mountains of exculpatory and 
impeachment evidence to the defendant. 

- Holding 1: In evaluating materiality, court must look at cumulative 
effect of all the withheld evidence, not just each piece of evidence 
individually.

- Holding 2: The prosecution has an affirmative duty to learn of any 
favorable evidence known to the police (or any entity acting on 
government’s behalf in the case).

KYLES V. WHITLEY, 514 U.S. 419 (1995)

• Inconsistent descriptions by different witnesses of the criminal.
• Inconsistent descriptions by different witnesses of the crime.
• The fact that some of the witness’s descriptions of the criminal 

matched the police informant
• That there were pending charges against the police informant
• That there was an ongoing investigation of the police informant 

concerning other crimes.
• That the police informant made inconsistent statements to the 

police about the crime and about his accusation of the 
defendant

• That the police had other leads and information that they failed 
to follow up on or investigate, that could have pointed the finger 
at someone other than the defendant.

SPECIFIC EXAMPLES OF BRADY MATERIAL
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KYLES V. WHITLEY, 514 U.S. 419 (1995)

• That before accusing the defendant, one of the witnesses 
previously said that she had not actually seen the crime

• That a witness’s description of the crime and/or the criminal 
became more “accurate” and more certain after the witness 
met with police and/or prosecutors, or after the witness 
testified at a first hearing or trial.

• That a witness’s prior statements omit significant details or 
facts that the witness “remembered” at trial.

• That a witness’s trial testimony omitted significant details or 
facts that the witness mentioned in prior statements.

• That a witness or informant made statements that 
incriminated himself in the crime charged against the 
defendant.

SPECIFIC EXAMPLES OF BRADY MATERIAL

BRADY ELEMENTS AFTER KYLES

Brady violation when the prosecution fails to turn over evidence:
(1) favorable to the accused
(2) material either to guilt or punishment
(3) within the actual or constructive possession of anyone acting 

on behalf of the state in the case.

 “Any argument for excusing a prosecutor from 
disclosing what he does not happen to know about 
boils down to a plea to substitute the police for the 

prosecutor, and even for the courts themselves, as the 
final arbiters of the government’s obligation to ensure 

fair trials.”
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YOUNGBLOOD V. WEXT VIRGINIA, 547 
U.S. 867 (2006)

 In sexual assault case where consent was at issue, WV State Trooper refused 
to accept a mocking letter written by “victim” where she acknowledges 
encounter was consensual. Straight forward, but recent, application of Kyles 
v. Whitley.
 “Brady suppression occurs when the government fails to turn over even 

evidence that is ‘known only to police investigators and not to the prosecutor.” 
Youngblood v. West Virginia, 547 U.S. 867, 869-870 (2015) (citing Kyles v. Whitley, 
514 U.S. at 438.)

 “[T]he individual prosecutor has a duty to learn of any favorable evidence 
known to the others acting on the government’s behalf in the case, including 
the police.” Youngblood v. West Virginia, 547 U.S. 867, 870 (2015) (citing Kyles v. 
Whitley, 514 U.S. at 437.)

WHAT DOES ANY OF THIS HAVE TO DO 
WITH BODY WORN CAMERAS?

- Body camera footage is evidence in the hands of the State.

- Often times it can be favorable to our clients.

- Which means it could be Brady material.

HOW DO YOU ESTABLISH THAT A 
RECORDING EXISTED?
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- Once an officer starts his/her shift and equips their BWC, the BWC is 
continually recording video

- Automatically preserving the last 30 seconds of video
- If an officer “activates” the BWC, the officer preserves the video that 

has already been recorded, and continues to preserve video until 
“deactivating” the BWC

- If an officer does not “activate” the BWC, the previous 30 seconds that 
have already been recorded will be deleted

Not a duty to collect evidence, the BWC
video has already been collected

WHAT TO DO IF THIS LANGUAGE ISN’T 
IN THE DIRECTIVES?

If your BWC footage includes the characteristic 30 seconds 
of soundless video, this will apply, but you must
Establish that: 

- the BWC footage contains 30 seconds of soundless 
video prior to the officer “activating” the BWC 
(pushes the button on the BWC).  

- the BWC is always on and saving to short term 
memory (30 second retention window)

- When the Officer “activates” his BWC, the Officer is 
preserving that footage in long term memory and 
disabling the BWC’s 30 second retention window)
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WHAT TO DO IF THIS LANGUAGE ISN’T 
IN THE DIRECTIVES?

Source of information
- Officer will probably not know
- Speak with PD’s IT specialist or procurement officer
- Speak with BWC service rep
- Obtain copies of BWC user manual / tech specs / 

training materials
- Seek stipulation or start subpoenaing bodies!

If all else fails, fall back on broader Due Process argument

CMPD BWC DIRECTIVES

Requires officers “record interactions that occur between 
the officers and the public.”

CMPD BWC DIRECTIVES
That includes…
- prior to arrival to any call for service or crime related 

interaction with citizens while on duty.
- prior to or in anticipation of traffic stops
- when interacting with suspicious vehicles or persons
- during voluntary investigative contact
- Arrests
- use of force 
- operating a vehicle in an emergency response or pursuit 
- when executing search warrants
- when asking for consent to search
- when performing a consent search
- during show ups.
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CMPD BWC DIRECTIVES

- Requires officers to save recordings for up to 20 years 
depending on the type of encounter.

- Any violation of the directives is a violation of CMPDs 
code of conduct and will be investigated.

NC POLICE DIRECTIVES

- Durham
- Raleigh
- Greensboro
- Asheville
- Charlotte

- Unable to find Winston-Salem or Wilmington via google 
search

- North Carolina State Highway Patrol 

CMPD BWC DIRECTIVES

- CMPD officers violate these policies all the time…
- Fail to wear BWCs
- Fail to activate their BWCs.
- Activate their BWCs late in the middle of an 

interaction.
- Activate their BWCs and then deactivate them in the 

middle of an interaction.
- Fail to save the footage properly.
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WHAT ABOUT WHEN AN OFFICER TURNS 
OFF HIS BWC IN VIOLATION OF THE 

POLICY?

- The State has destroyed evidence or at least failed to preserve it.

- Does the State’s failure to preserve video evidence trigger a due 
process violation?

- If yes, then what’s the proper analysis, Brady or Arizona v. 
Youngblood, 488 U.S. 51, 56 (1988). 

ARIZONA V. YOUNGBLOOD, 488 U.S. 
51, 56 (1988). 

- Facts: State failed to preserve semen samples from the victim’s 
clothing in a child molestation and rape case.

- Holding: When the favorableness of the evidence is unknown, the 
State must have acted in bad faith in failing to preserve the 
evidence in order for a due process violation to arise.

 Sounds like we would need to show that the officer 
acted in bad faith in turning off his camera for the 
court to find a due process violation, right?
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ARIZONA V. YOUNGBLOOD, 488 U.S. 
51, 56 (1988). 

- Exonerated in 2000, 12 years after SCOTUS decision, after 
advances in DNA technology allowed a profile to be created from 
the degraded DNA

- The profile matched that of Walter Cruise, an inmate in Texas, who 
was then convicted of the original sexual assault

- Fortunately…

AFTERMATH

THE US CONSTITUTION SETS A FLOOR, 
NOT A CEILING

…But a lot of crap can survive on the floor

(paraphrasing Justice William Brennan)

THE US CONSTITUTION SETS A FLOOR, 
NOT A CEILING

For Example: State v. Carter, 322 N.C. 709 (1988)

North Carolina Supreme Court has refused to find a “good faith” 
exception to the Exclusionary Rule
 Despite the Federal Rules finding a “good faith” exception
 Despite the NC legislature requesting the Court to find the 

exception
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THE US CONSTITUTION SETS A FLOOR, 
NOT A CEILING

 “North Carolina, however, justifies its exclusionary rule not only on 
deterrence but upon the preservation of the integrity of the judicial 
branch of government and its tradition based upon fifty years' 
experience in following the expressed public policy of the state. 
Under the judicial integrity theory, our constitution demands the 
exclusion of illegally seized evidence. The courts cannot condone 
or participate in the protection of those who violate the 
constitutional rights of others. Although the United States Supreme 
Court applied a cost-benefit analysis in Krull, the basis of our 
exclusionary rule is not suited to such simplistic resolution of the 
issue.” Id at 723.

NC BRADY CASE LAW – STATE V. WILLIAMS, 362 
N.C. 628 (2008)

 Inmate is badly beaten up and charged with Felony AOGO (Union 
County Jailer). Defense Counsel sees a poster in DA’s office stating 
“Before he sued the D.A.’s Office,” and “After he sued the D.A.’s 
office,” with corresponding pictures of Williams from before and 
after he was beaten up. Defense Counsel repeatedly subpoenaed 
the poster and pictures. The state failed to provide the material, 
destroyed it, then said it could not be reproduced.

 Material and Favorable: Poster could be relevant to defense theory 
that AOGO charge was part of a conspiracy to retaliate against 
Williams for his suit against the DA’s office, or that the poster could 
support a self defense claim

https://appellate.nccourts.org/opinions/?c=1&pdf=788

NC BRADY CASE LAW – STATE V. WILLIAMS, 362 
N.C. 628 (2008)

 Irreparably Prejudiced by destruction and impossibility of recreating 
the poster

 “Accordingly, we conclude that when the State makes a pretrial 
admission to the existence and destruction of evidence requested 
by the accused which is favorable to him and material to his guilt or 
punishment, and when the State further discloses that it is impossible 
to produce the evidence at that time or, by implication, at trial, 
then in the interest of judicial economy, the trial judge does not 
need to await a trial and verdict before deciding that a due 
process violation exists.” (at 638)

https://appellate.nccourts.org/opinions/?c=1&pdf=788
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NC BRADY CASE LAW – STATE V. ABSHER, (N.C. 
CT. APP. OCTOBER 5, 2010)(UNPUBLISHED)

 Arrestee suffered life threatening injuries at Wilkes County Jail intake 
center and was charged with AOGO. Closed circuit video 
recorded the events, and defense counsel made several requests 
for the video from the Sheriff and DA’s office. Counsel was informed 
that the video had been destroyed, and a “new video” was 
created and was in the Sheriff’s possession. The “new video” 
deleted 24 minutes of the original video, but no sign of how 
deputies testified that Absher sustained his injuries

 Cites Williams

https://appellate.nccourts.org/opinions/?c=2&pdf=6470

NC BRADY CASE LAW – STATE V. ABSHER, (N.C. 
CT. APP. OCTOBER 5, 2010)(UNPUBLISHED)
 Irreparable Prejudice: Impossible to recreate complete video
 Material and Favorable (Brady Framework): “The video would have 

provided better images of defendant Absher’s injuries and might 
have provided evidence demonstrating his impaired mental state. 
In addition, the video could have been used to impeach some of 
the State’s witnesses. (at 20-21)
 “The original video might have confirmed [officers’] testimony or 

impeached it” (at 18)
 Court finds this was not merely “potentially useful” evidence, so 

the Youngblood/bad faith framework was inappropriate

https://appellate.nccourts.org/opinions/?c=2&pdf=6470

NC BRADY CASE LAW – RISING OFF THE FLOOR

 In both cases, the material was destroyed pretrial
 The motion for sanctions was made pretrial

 Compare to Federal landmark Brady cases, where evidence 
discovered post-judgement
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NC BRADY CASE LAW – RISING OFF THE FLOOR
 Suppression by “Destruction” or by other means

 In Williams and Absher, Court rejected State’s argument that, because 
the evidence was suppressed through its destruction, the destroyed 
evidence’s value could not be known. Material and Favorable vs. 
Potentially Useful

 The Williams and Absher courts held the Brady Material and Favorable 
standard applied and identified specific examples where the 
destroyed evidence complimented a theory of defense.

 Furthermore, held that because the evidence was destroyed and 
incapable of reproduction by the defense, the defense was 
irreparably prejudiced under Rule N.C.G.S. § 15A-954(a)(4) and the 
case required dismissal

 Couched in broader Due Process concerns.

NC BRADY CASE LAW – MISC. BWC CASES

 State v. Mylett (COA 2017) – No violation in AOGO when defense 
counsel reviewed but did not request copy of BWC in District Court, 
and requests copy BWC for first time on appeal to Superior Court, 
after retention time lapsed and BWC video was purged

NC BRADY CASE LAW – MISC. BWC CASES
 State v. Hamilton (COA 2018) – No Brady violation where State failed to turn over 

a blank audio recording. On Cross exam of lieutenant, lieutenant testified he had 
attempted to record a phone conversation between codefendants, but he was 
unfamiliar with the brand new recording device and failed to collect the 
conversation.

 Blank audio recording would have been neither material, nor potentially 
useful (merely Defense Counsel’s highly speculative assertions that it could 
provide impeachment evidence; there was no audible information to 
impeach with). Furthermore, there was no bad faith in failing to preserve a 
blank recording – there was neither an obligation to record phone 
conversations, nor did lieutenant's technical error when using a brand new 
recording device rise to the level of bad faith; failure to note the recording 
attempt and disclosure of the blank recording may have been a discovery 
violation, but did not rise to the level of requiring sanctions.
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CLIMBING UP OFF THE FLOOR,
PERSUASIVE AUTHORITIES

 People v. Kladis, 960 N.E.2d 1104 (Ill. 2011). MVR not preserved in 
DUI. Requested 5 days after arrest, destroyed after 30 day retention 
period. Suppressed Officer testimony of events that the MVR would 
have captured. “the use of video recordings as evidence at trial 
has become a common practice to allow a defendant the 
opportunity to present an effective defense and to further the truth-
seeking process.” Id at 1110.

 People v. Moravec, 2015 IL App (1st) 133869. State’s failure to 
preserve timely requested Traffic Cameras resulted in suppression of 
Officer’s pre-arrest testimony.

CLIMBING UP OFF THE FLOOR,
PERSUASIVE AUTHORITIES

 United States v. Martinez-Martinez, 369 F.3d 1076 (9th Cir. 2004). 
Extends Youngblood to create duty to collect evidence: State’s 
“failure to collect… evidence that is potentially exculpatory may 
violate a defendant’s due process rights if that failure was 
motivated by bad faith.” Id at 1086.

 South Carolina, Act No. 71 (2015): “AN ACT…TO REQUIRE ALL STATE 
AND LOCAL LAW ENFORCEMENT OFFICERS TO IMPLEMENT THE USE 
OF BODY-WORN CAMERAS”
 (Amendments pending to add sanctions for violations)

ARGUING FAVORABLENESS

- Tie to Williams/Absher
- In both cases, the court did not have the evidence in 

hand BUT still found that it was favorable
- Court focused more on the rationale behind Brady = 

fairness

- Hammer that it would be fundamentally unfair for the 
defendant to have to testify to establish some proof that 
the evidence would have been favorable
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ARGUING FAVORABLENESS

- Talk about what the video could have shown
- Exculpatory evidence – the gun was not concealed
- Impeachment evidence – the defendant never gave 

consent to search the car

ARGUING MATERIALITY 

- “A reasonable probability is a probability sufficient to 
undermine confidence in the outcome.”

- Look to the directives themselves…
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NO CONFIDENCE IN OUTCOME 
WITHOUT ACCOUNTABILITY

- The implementation of BWC and BWC policies is a direct 
response to a public outcry and an erosion of trust in our 
police departments

- 88% of the public want officers to use BWCs.

- Studies have found that there is a significant decrease in use 
of force incidents and citizen complaints when officers use 
BWCs

NO CONFIDENCE IN OUTCOME 
WITHOUT ACCOUNTABILITY

- Trust is only restored if policies are followed.

- What happens when officers don’t follow their policies, turn 
off their cameras, and then ask the community (i.e. the jury) 
to believe their testimony?

- Prevents the court from fulfilling it’s role of seeking the truth

- Essentially, asking the court to hold the officers accountable.

FACTORS THAT HELPED IN MY CASE

- The only evidence of criminality occurred after the officers 
turned off their cameras.

- The officers were on record testifying that they turned off their 
BWCs intentionally. 

- The officers explicitly violated the directives by failing to record 
(1) asking for consent to search (2) my clients response to their 
request and (3) the search itself.
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THE OFFICERS’ RATIONALE FOR 
TURNING OFF THEIR CAMERAS

ISSUES TO OVERCOME

(1)How do we know if the evidence was favorable?

(2)The trial is still fair because now the defense can impeach 
the officers for turning off their cameras in violation of their 
directives

OTHER POSSIBLE REMEDIES 

- Jury instruction
- Modify “Credibility of the witness” jury instruction 101.15

- “In deciding whether to believe a witness you should use 
the same tests of truthfulness that you use in your 
everyday lives. Among other things, these tests may 
include: an officers failure to follow police department 
policies.”

- Spoliation of Evidence. Because Officer destroyed video, no 
incontrovertible evidence exists. Assess officer’s credibility
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OTHER POSSIBLE REMEDIES

 Napue instruction
 Hamric v. Bailey, 386 F.2d 390, 394 (4th Cir. 1967) (“[D]ue process 

is violated not only where the prosecution uses perjured 
testimony to support its case, but also where it uses evidence 
which it knows creates a false impression of a material fact.”)

 E.g. This officer has a pattern of turning off his BWC when a 
material fact is “discovered.”

OTHER POSSIBLE REMEDIES 

- Sanctions
- Officer cannot testify to anything that happened after he 

turned off his BWC
- Grant defense last argument (thanks Susan!)
- Take away State’s peremptory challenges (thanks Susan!)

- THE KEY IS FAIRNESS

WHAT RELIEF TO REQUEST PRIOR TO BRADY MOTION

 Utilize District Attorney’s new “Brady/Giglio Committee”
 Motion to Compel
 In Camera Review. State v. Hardy, 293 N.C. 105 (1977)

 Fishing Expedition? State v. Soyars, 332 N.C. 47 (1992)
 Request specifics, try to have examples ready to profer
 US v. Cowden (4th Cir. 2017)

 In deprivation of rights under color of law case, defendant LEO, argued US District Court erred in 
admitting evidence of two prior uses of force under 404(b). Fourth Circuit affirmed DC: Officer’s 
prior “bad acts” are relevant and admissible under 404(b).

 For Brady purposes: opens the door for In Camera Review of relevant evidence of motive, intent, 
absence of mistake, etc, in prosecuting officer’s records (disciplinary records, patterns in BWC 
usage, etc.)

 Even lower threshold for admission, just stands for proposition that internal documentation is 
relevant. Does not require 404(b) balancing test as if officer were a defendant.

 It [just] takes two, baby!
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WHAT RELIEF TO REQUEST PRIOR TO BRADY MOTION

 In Camera Review. 
 US. v. Abdullah, 911 F.3d 201 (4th Cir. 2018)

 Lays out standard for seeking in camera review of “plausible” Brady material. LOWER BURDEN

“‘Meager’ possibility requirement for in camera review” (Id at 218.)
 Clear error to deny defendant’s request for production and in Camera review of “plausible” 

Brady material.

 Court denied request because of State’s representation there would not be Brady material

 In this case, the defendant believed officer’s emails contained Brady material

 Applies even where state claims confidentiality or privilege

 “Because the defendant does not have access to the confidential material, the defendant 
‘cannot possibly know, but may only suspect, that particular information exists which meets 
[Brady’s] requirements.’ In such cases, ‘a defendant need only make ‘some plausible 
showing’ that exculpatory material exists.’” (Id at 218.)

QUESTIONS??
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Cybersecurity: 

Protecting Yourself, Your 

Organization, and Your Client Data

AGENDA

• Cybersecurity – Why It Matters

• Social Engineering

• Types/Strategies of Attacks

– Ransomware/Malware

– Phishing

– Business Email Compromise

• What to Look For: Protect Yourself & Your Clients

• Q&A

*If you get bored, go to https://haveibeenpwned.com

93% of all breaches 

or incidents 

involve…

mailto:tufts@unc.edu
https://haveibeenpwned.com/
https://www.youtube.com/watch?v=opRMrEfAIiI
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Hacker 101: Build Trust

• Spear phishers personalize emails to 

try to gain your trust

– Full name

– Mailing address

– Name of your employer

– Personal Data (SSN, Banking Account 

Number, etc)

*Even if the email or text message appears to be from someone you 
know, use caution. 

Approach

The Double Barrel attack uses multiple emails 

to create a believable narrative. 

Stage One: The Lure 

1st Email builds trust

Stage Two: The Phish

The second email contains malicious attachments or links

How to Spot a Phish
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Legitimate Link, Correct Domain Name, Https & The Padlock

Scam Link, Incorrect Domain Name, NO Https & NO Padlock

Voice Phishing Example

What Is It?

• Ransomware is a type of malware that

attempts to extort money from a computer

user by infecting or taking control of the victim’s computer,

or files, or documents stored on it.

• Ransomware will either lock or prevent normal

usage, or encrypt the documents and files on it to prevent

access to the saved data.

Your Backups Aren’t Enough

Stage 1. Phishing attempt or brute force 

attack is successful & a dropper virus is 

released (Emotet, Trickbot, etc)

Stage 2. Credential harvesting tool deploys 

and gathers credentials across your network

(including your backups potentially)

Stage 3. Ransomware is the big red flag 

alerting you that you have been hacked



UNC School of Government 5/10/2019

Shannon H Tufts, PhD

Associate Professor of Public Law & Government 

tufts@sog.unc.edu;  919.962.5438 4

Business Email Compromise Scams

• Use email to solicit wire transfers

• Impersonate executives or 

vendors/suppliers

• Resemble spear phishing

• Targets financial officers

What Does it Look Like?

Type #1: CEO Fraud

• Impersonates an executive

• Hacked or spoofed email 

address

• Exploits authority

Sample CEO Fraud
Date: Mon, 4 Feb 2019 22:18:08 GMT

From: Michael Smith [msmith1@gmail.com]

To: lpartin@sog.unc.edu

Subject: Please get back to me on this

Do you have a moment? I am tied up in a meeting and 

there is something i need you to take care of.

We have a pending invoice from our Vendor. I have asked 

them to email me a copy of the invoice and i will appreciate 

it if you can handle it before the close of banking 

transactions for today.

I cant take calls now so an email will be fine.

Sent from my iPhone

Type #2: Bogus Invoice Schemes

• Impersonate trusted vendor or supplier

• Use fake invoices

• Point you to new location for wire 

transfer

Bogus Invoices

mailto:lpartin@sog.unc.edu
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App State fleeced for almost $2 million by scam; 

feds get most of the money back

• In 2016, Appalachian State hired Charlotte-based Rodgers Construction 

to build its new health science college facility. That October, the company 

filed a form with the school to establish wire transfers and direct deposits.

• Two months later, a staff member in the App State’s controller’s office 

received an email purported to be from Doug McDowell, the controller for 

Rodgers Construction.

• The email included a new direct deposit form along with instructions that 

the school should reroute company payments to a bank account at 

JPMorgan Chase. About a week later, some $1.96 million was sent to the 

new location.

• On Dec. 20, the real Doug McDowell contacted App State to ask why the 

company had not received its money.

Avoiding BEC Scams

• Always check the sender and verify it is 

legitimate

• Check reply-to addresses as well

• Check links before clicking

2

4

1

3

Random Bait to Chew On

27

Top phishing disguises:

Top Phishing Lures:

Top malicious 

attachments:

Highest Click Rates:

• Bills / Invoices (15.9%)

• Email delivery failures (15.3%)

• Legal / Law enforcement (13.2%)

• Scanned documents (11.5%)

• Package delivery (3.9%)

• Office files (38%)

• Archive files [.zip/etc.]  (37%)

• PDF files (14%)

• Dropbox Accounts

• Financial Institutions

• Generic Email 

Credential Harvesting

• Docusign (7%)

• Dropbox (2%)

• IRS (1%)

Any Questions



Key Contacts and Resources In the Event Of A Breach 
 

 

Immediately report your breach to the following entities: 

a. Your IT department 
b. Your local law enforcement agency 
c. The FBI via the Cybersecurity website complaint form: www.ic3.gov  
d. Email the FBI Cyber supervisors in addition to completing the above-mentioned form: 

i. Western ½ of NC, contact:  SSA Brian N. Cyprian at bncyprian@fbi.gov 
ii. Eastern ½ of NC, contact:  SSA Jessica A. Nye at janye@fbi.gov 

e. The North Carolina Fusion Center Cyber Manager, Tom McGrath: 
Tom.McGrath@ncdps.gov or TMcGrath@ncsbi.gov; 919-740-1197 (cell) 

f. The North Carolina Information Sharing And Analysis Center (NC ISAAC): 
ncisaac@ncsbi.gov, 919-716-1111 

g. State of NC Incident Reporting Form: https://it.nc.gov/cybersecurity-situation-report 

 

Additional Resources: 

a. The State of North Carolina offers a multitude of resources, alerts, and contact 
information for key personnel that can assist with breach mitigation, training, statewide 
information sharing, etc.: https://it.nc.gov/statewide-resources/cybersecurity-and-risk-
management 

b. UNC School of Government’s Center for Public Technology: 
i. Shannon Tufts (tufts@sog.unc.edu, 919-962-5438) 

 
 
 
 
 

http://www.ic3.gov/
mailto:bncyprian@fbi.gov
mailto:janye@fbi.gov
mailto:Tom.McGrath@ncdps.gov
mailto:TMcGrath@ncsbi.gov
mailto:ncisaac@ncsbi.gov
https://it.nc.gov/cybersecurity-situation-report
https://it.nc.gov/statewide-resources/cybersecurity-and-risk-management
https://it.nc.gov/statewide-resources/cybersecurity-and-risk-management
mailto:tufts@sog.unc.edu
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