Best Practices for Management of
County Social Services Records:
Common missteps and how to
avoid them

Workshop Objectives

* |dentify commons missteps of records management
and how to avoid them

* Using a Retention and Disposition Schedule
e Records Destruction
e Electronic Records

* Scanning and Microfilm

-

6/9/2017



6/9/2017

Public Records Laws

LAWS AND GUIDELINES

General Laws and Guidelines
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RECORDS RETENTION AND DISPOSITION
SCHEDULE

COUNTY SOCIAL SERVICES AGENCIES

RECORDS RETENTION SCHEDULES

Values of Records

Administrative Fiscal

Historical




(Y STATE ARCHIVES

FOR GOVERNMENT

E Digital Records

Bl Laws And Guigetines
State Records Center
Bl visit us
B Forms

Bl Retention Schedules

) Local Government
Schedules

) State Agency Schedules
3y University Schedules

) Autherized Destruction
Bl Records Management
Services and Training

Bl imaging and Microfitming

[

Freguently Asked Questions

DT NGRS Enter Search Term

OLINA  qumsm—

About Visit Us Contact Social Media Laws and Guidelines Get Involved

LOCAL GOVERNMENT SCHEDULES

#t = For Government => Retention Schedules >> Local Government Schedules

Retention Schedules - Local

1B Reiention Schedules
u Draft Schedules

B Records Analysts
B Forms
B Authorized Destruction of Records

Local r and di: it are a tool for the employees of local governments across the state to

use when managing the records in their office

gives an assessment of their value by indicatiny http .//a I’Ch Ives nCd cr gOV/
. . .
These schedules are an agreement between

Resources, and as the inventory and schedule Fo r-G overnme nt/

{c) and G.S. §132-8 to provide.

These schedules must be approved by your g Rete ntion-SChEd u I eS/

to the schedule. That approval should be mad

may be done as part of the consent agenda, b Loca I'Sched ules

signature page to the Records Analysis Unit, G - -
27699-4615 or fax it to 919-715-3627. If you are unsure whether or not you have approved your schedule, please

contact a Records Analyst.

If you have an item that not listed on your retention and disposition schedule, please contact a Records
L Aoalcl Tho analct il balo i fihorgic on icting itopy on by badula that il Sllowy to roigin

RECORDS RETENTION AND DISPOSITION
SCHEDULE

COUNTY SOCIAL SERVICES AGENCIES

Issued By:

January 1, 2016
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STANDARD 1: ADMINISTRATION AND MANAGEMENT RECORDS
ITEM #
RECORDS SERIES TITLE DISPOSITION INSTRUCTIONS CITATION
38. NOTICES OF PUBLIC MEETINGS Destroy in office after 1 year.
Includes notices and regular meeting schedules.
See also AFFIDAVITS OF PUBLICATION, page 31, item 1
1, and PUBLICITY RECORDS, page 79, item 5.
39. OFFICE SECURITY RECORDS a) If the recording becomes evidence in a personnel Confidentiality:
Records concerning the security of agency offices, investigation or lawsuit, transfer to DISCIPLINARY G5.5132-17
& facilities, vehicles, equipment, and persannel. ACTIONS, page 40, item 12, or LITIGATION CASE RECORDS,
Includes visitors’ register; security, employee, or page 35, item 13.
cunlr.:-mtur access to fadilities or resources; and b) Destroy in office recordings not required to support known
surveillance system reports and recordings. investigations or litigation after 30 days.
¢) Destroy in office remaining records after 1 year.
40. ORDINANCE AND RESOLUTION DEVELOPMENT Destroy in office when ordinance or resolution is no longer in
RECORDS effect.
Records documenting the analysis and development of
ordinances and resolutions submitted before the
governing board for approval.
a1, ORDINANCES a) Retain in office official copy permanently.
Includes code of ordinances. b) Destroy in office additional copies (including tabled or
failed ordinances) when reference value ends. T
See the MICROFILM section on page 88 for Agency Policy: Destroy in office after
instructions on microfilming.

* No destruction of records may take place if audits or Iitigation are pending or reasonably anticipated. See AUDITS, LITIGATION, AND OTHER OFFICIAL ACTION,
page ix.
T See signature page. The agency hereby agrees that it will establish and enforce internal policies setting minimum retention periods for the records that
Natural and Cultural Resources has scheduled with the disposition instruction “destroy when reference value ends.” Please use the space provided.
1Records may be destroyed only after affice is notified by Department of Health and Human Services — Office of the Controller that the records are released from
all audits, reports, or other official actions. Transfer records involved in litigation to LITIGATION CASE RECORDS, page 35, item 13.
10
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STANDARD 6: PROGRAM OPERATIONAL RECORDS: SOCIAL SERVICES ADMINISTRATION

ITEM ¥
RECORD SERIES TITLE DISPOSITION INSTRUCTIONS CITATION
1. AFFORDABLE CARE ACT (ACA) NAVIGATOR RECORDS | Records may be destroyed on a fiscal year basis when the office | Confidentiality:
Includes official navigators and certified application is notified by Department of Health and Human Services - G.5. § 108A-80
ot counselors records, referrals to enrollment portal and Office of the Controller that specific records are released from
hotline and other community assistance, and other all audits, reports, or other official actions.*
related records.

2 compiais: awservici Records may be destroyed on a fiscal year basis when the office
Includes complaints receive - SE -
* | eomceria smedfic srine| 15 NOtified by Department of Health and Human Services -
Office of the Controller that specific records are released from

E cuent account rvanall &l audits, reports, or other official actions.
[TRUST A(COUNTS:
1 Includes CDP[ES of authorization and disbursement UTTICE OT Tthe LONTrONEr tNat SPECITIC TECOras are released Trofm

forms, cancelled checks, deposit slips, financial all audits, reports, or other official actions.*

journals and ledgers, and other related records
concerning client accounts managed by local social
services agencies.

* No destruction of records may take place if audits or litigation are pending or reasonably anticipated. See AUDITS, LITIGATION, AND OTHER OFFICIAL ACTION,
page ix.
T See signature page. The agency hereby agrees that it will establish and enforce internal policies setting minimum retention periods for the records that
Natural and Cultural Resources has scheduled with the disposition instruction “destroy when reference value ends.” Please use the space provided.
Records may be destroyed only after office is notified by Department of Health and Human Services — Office of the Controller that the records are released from
all audits, reports, or other official actions. Transfer records invoived in litigation to LITIGATION CASE RECORDS, page 35, item 13.
54

If you can’t find it in the index...

Ctrl+F
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STANDARD-11. PERSONNEL RECORDS

RECORD SERIES TITLE DISPOSITION INSTRUCTIONS CITATION

[ EMPLOYER EDUCATIONAL ASSISTANCE PROGRAM Destroy in office § years after completion, sen
RECORDS. or remaval from peogram

IREien MCEAd FESUEITING FURiS assistInce,
Fepayments, and cth d dwcies

repaymEnt,

o wlia PERSONMLL RECORDS [OERICIAL EOPY] 2am
a8, juge 11

18 EMPLOYEE ELSGISILITY RECORDS | Mandateey retention throughewt the duration ot [ Busc izaamnz)

Ingiudes the Unied STl immigration ssd n, dertrey retards in effice 3y,
al

Mats b, Ematov=ant Lhgldty Aron n, whicheves court
\.'mlmn e

0. EMPLOYEE T INTERVIEW RECORDS Destroy = chfice aber

Tear.

See aha PERSONMIEL RECORDS [DITICIAL COPY] #em
45, page 83

n, EMPLOYEE HEALTH CERTIFICATES 81 Tranfer records a3 sopicable 1o PERSONNEL RECORDS HWOFR 1602 3L
Inchudies health o¢ ohyseal sxamnat (QEFICIAL COPY] item 45, oage B3
certiicates created in accondanc

the Ame:

4 with Disalities Act [ADA).

Destriy in oliice all sther recards 2 vears sfter resalalian
of all actions.

"5ee AUDITS, UTIGATION, AND OTHER OFFICIAL ACTIONS, poge v
1 Se¢ pgnature sege. The Sgency heneby agenes that eh and enfe setting Bericds for ehe records that
Cultural Rescurces has scheduled with the “destrey value ends.” Pleose wie the 19308 provided.

Office of the Controller . s I |
. T —
m NC Department of Health and Human Services e L= |

Records Retention

+ Records Retention and Dispa M d e 2013)

* Records Resention and Dispos Schedule Back d ber 2015)

* Records R@uun and Disposition Schedule 1} ber 2015) - REV.04.06.2016

af Intavest:

National Assecianen of Stare Human Services Finance Officers

NG Office o
Ham
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Using the Schedules
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in DNCR’s
Local Health
Departments
schedule

Use the
DHHS Office
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supported
by Federal
funds
passed
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DHHS?
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North Carclina Department of Health and Human Services Controller's Office
to M entitled "North Carolina DHHS Records Retention and Disposition
Schedule for Grants"
Year To Be
Purged
SFY (4
SFY 05
= Y 05
wmqunmm:rvm 2011 SEY 10
cmmummmmmmwwm 2011 SEY 11
Improving Child Welfare Cutcomes Throungh Systems of Gare SEY D
of Care SFY 05
[ Chuld Wellare Dutcormes Thic o Care SFY 08
Relugee School Impad SFY 05
Refuges School Impact SFY 08 B Mot Purde - Rt Fis
Refugee Schodl Impact__SOZEDOTGUT-05 2005 - 2008 SFY 0% Do Not Purge - Retan Files.
Refugee School Impact 90ZED0TE01-05 2005 - 2009 SFY 08 Do Not Purge: - Retan Fies
Refuges School Impact__SOZED07RNT-08_ 2005 - 2009 SFY 07 Do Not Purge - Retan Fies.
OZEDOTEN1-05 2005 - 2009 SFY 08 Do Hot Purge - Fies
BOZEDO7EM-05 2005 - 2009 SFY 05 S Nol Purge: =
SEY 09 Do Nt Purge - s
SFY 10 3o Nol Purge: - Relim Fies
SFY 06 January 1, 2012
SFY 07 January 1, 2013
SFY 08 Do Not Purge - Retan Files.
SFY 09 Do Not Purge: - Retin Fies
SFY 10 Do Not Purge - Retan Files.
Y11 Do Nt Purge - Rt Files
2 30 Nol Purge - Retan F s
Y09 Do Nt Purge - Rictan
0 3o Nol Purge: - Rela Fies
Community Services Block Grant moved to DSS effective 7/1/2011
| Community Senvices Block Grant Dio Mot Purge - Retain Files
Community Sences Block Grant E Do Not Purge - Rictan Fils:
Apeil 1, 2011
Agril 1, 2012
Newesrber 12011

RECEIVED
APR 28 2015

ENTERED

SCANNED
JAN 232013

COMPLETED
DEC 24 2014
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Not Having Regular Records Destruction

e
: —

B g

.

Records Destruction

07 NCAC 04M .0510
METHODS OF DESTRUCTION

10



Public Records Destruction Regulation

North Carolina Administrative Code 7.4.M.0510
Electronic Records

data and metadata are overwritten, deleted, and unlinked so

e Purge hard drives from computers
and copiers before surplussing

¢ There may be more copies on other
computers!

¢ Hitting “delete file” isn’t good
enough

E S ot il nier
merna L s

Audit and Litigation Holds

Remember:

If there’s a lawsuit, or even a possible lawsuit, you may
be required to retain records, including the metadata
associated with electronic records EVEN IF THEY COULD
BE DESTROYED LEGALLY UNDER THE RETENTION RULES

-

6/9/2017
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Unnecessary Records Duplication

Sample Electronic
Records and Imaging

12



Electronic Means Form

cord Reimsifitien of RdReteds VolRatention Period

>
it i ranats.

(1947

North Carolina Department of Natural and Cultural Resources

Pas By, Gorvermos Dtvision of Archives sad Records
Scnan Kluser, Secretary Kirvin Cherey, Dirocy Sexcostary

January 22, 2016

Pam Cook

Persoan County Healh Depanmant
3554 Seuth Madson Boulevard
Rexborg, NC 27573

Dwar Ms. Cook

Thank you for your Request for Dispcsal of Oniginal Records Duplicated by Electronic Means form
dated Jaruary 21, 2016. We find that this decumsnt has been proporty executed, The criginal form is
included with this letter, and an additicral copy remains cn fie in cur office.

‘When your office is ready 10 add new types of records (records series) io your SCanning work, please
comglete a new Request for Disposal of Oripinal Records Duplicated by Efvcironic Moans form, and send
Rious

Thank you for your office’s commitment to the proper management of the records of Person County
Health Department.

Assistant State Records Administrator

6/9/2017
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Microfilming

* Saves space e Economical
* Sustainable for e Ensure file
permanent records integrity

e Provided for in the law

(G.S. §8-45.1 * Protect originals

§ 132-8.2. Selection and preservation of records considered essential; making or designation of preservation
duplicates; force and effect of duplicates or copies thereof.

In cooperation with the head of each State agency and the governing body of each county, municipality, and other
subdivision of government, the Department of Cultural Resources shall establish and maintain a program for the
selection and preservation of public records considered essential to the operation of government and to the protection
of the rights and interests of persons, and, within the limitations of funds available for the purpose, shall make or
cause to be made preservation duplicates or designate as preservation duplicates existing copies of such essential
public records. Preservation duplicates shall be durable, accurate, complete and clear, and such duplicates made by
a photographic, photostatic, microfilm, micro card, miniature photographic, or other process which accurately
reproduces and forms a durable medium for so reproducing the original shall have the same force and effect for all
purposes as the original record whether the original record is in existence or not. A transcript, exemplification, or
certified copy of such preservation duplicate shall be deemed for all purposes to be a transcript, exemplification, or
certified copy of the original record. Such preservation duplicates shall be preserved in the place and manner of
safekeeping prescribed by the Department of Cultural Resources. (1961, c. 1041; 1973, c. 476, s. 48.)

For More Information

]'hc t'F._S._ 132 Files

N Bate Archives ANNDUNCING: managing public
Pt e i
PR s records workshops

Governors’ Records
finding aids now
available online

Thoughts on the Lexis Perquimans County The Art of Interfiles
¢ Nexis Decision Poor House Records

ncrecords.wordpress.com
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Records Management Analysts

Raleigh Office

Courtney Bailey Kurt Brenneman
(courtney.bailey@ncdcr.gov) (kurt.borenneman@ncdcr.gov)
(919) 807-7368 (919) 807-7357

Rashida Felder Mark Holland
(rashida.felder@ncdcr.gov) (mark.holland@ncdcr.gov)
(919) 807-7364 (919) 807-7358

Kelly Policelli Emily Sweitzer
(kelly.policelli@ncdcr.gov) (emily.sweitzer@ncdcr.gov)
(919) 807-7361 (919) 807-7360

Asheville Office

Jason Woolf (jason.woolf@ncdcr.gov)
(828) 296-7230 x224

mm archives.ncdcr.gov
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