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AGENDA

« Cybersecurity — Why It Matters

« Types/Strategies of Attacks
— Social Engineering

. . w0 ‘You receive an email asking you to
- PhlShIng @ update your account details

— Business email compromise

You enter your username and

— Ransomware/Malware 89 passuord inthe scom page
+ What to Look For: Protect Yourself & Your Clients " o
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*If you get bored, go to https://haveibeenpwned.com
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How to Spot a Phish

Random capitalization

Hacker 101: Build Trust

Offictal emalls will never use all caps.

p I for the University's name.

Spear phishers personalize emails to e —

try to gain your trust

— Full name

- Malllng addreSS We are currently updating our UNIVERSITY of Histiesieli iy
NORTH CAROLINA at CHAPEL HILL services. midikes corton

— Name of your employer e to this upgrade we sincerely call your

[ o when emalls come
—————_)attention from outside the

— Personal Data (SSN, Banking Account | RS e SOl e, | et
Number, etc)

Thank your for being part of THE UNIVERSITY
of NORTH CAROLINA at CHAPEL HILL webmail
Services. We're excited to contact your emaill { )

Officlal emalls
typically do not What to do now!

' Bad grammar and
odd phrasing

This entire paragraph

This phrase does
@ ser

Click here to reconfirm your email account

)
one with a sense Thank You

* R H e ’Bad links
Even if the email or text message appears to be from someone you i | Hover your mouse over a ik to see
know, use caution. —
familiar, It's probably phish.
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Approach

From: I -
Sent: 27 October 2016 23:56

To: paul-simon-smith@hotmall.com

Subject: Your recent transactions has been daclined

The Double Barrel attack uses multiple emails

. . P PayPal
to create a believable narrative.

Your Transaction Has Been Declined

Uear Customer,

From: Lena.Dobbs@example.com
To: jack.doe@example.com Wo wantod 1 let you know your PayPal account has boon limited because rocently noficed a patto of actvity

S tage One: The Lure B in your account that ia maybe high risk and notced some unuaual log in activity with your account. Please

check that no one has logged in to your account without your permission. I'or more information, Please log in to

PPl rd oo the section il
1st Email builds trust ~ Hey Jack,
I’'m about to jump on a flight. Just to let Lormens Yoww Supten
Ny N Alfer we receive and feview your documeniation, well emal you regarding the status of your PayPal account
you know I'll be sending you a file when | Trankyouforyourundorsandingnd cooperain.f ou nod fihr asisanc, leaseciel Contoct o re
land or get wifi. Shesrey
-Lena %éié]f“‘é;é ?”{ Z(: (! Users ore wevised 1 read th terms and conditions carefuly.
Pora o Eabos o sedetat
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Stage Two: The Phish

The second email contains malicious attachments or links

From: Lena.Dobbs@example.com Pal
To: jack.doe@example.com P Payral

Subject: Re: Request

‘Your Transaction Has Been Declined

Jack,

Thank you for your patience.
Attached is the file | need you to review.

Thanks for your help.

- ' '
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What Does it Look Like?

Scam Link, Incorrect Domain Name, NO Https & NO Padlock
3 L] — -

())& ntz://paypomel.com/pasisals phe p-c|

Sent: Wed 9/16/2015 1208 PM

Legitimate Link, Correct Domain Name, Https & The Padlock &

ed you to process a wire transfer for me today. Let me know when you are free so that i can
is.

e-| P https://www.paypal.com/gb/home D ~ & PayPal, Inc. [US] c‘

| UNC o UNC

Voice Phishing Example Type #1: CEO Fraud

Impersonates an executive

Hacked or spoofed email '@

address
Exploits authority

B|uNe.. | NG,

Business Email Compromise Scams

Sample CEO Fraud

Date: Mon, 4 Feb 2019 22:18:08 GMT
From: Michael Smith [msmith1@gmail.com]
To: Ipartin@sog.unc.edu

Subject: Please get back to me on this

Stey P 3 Step,
identfy a Target  Grooming

Do you have a moment? | am tied up in a meeting and
there is something i need you to take care of.
We have a pending invoice from our Vendor. | have asked
them to email me a copy of the invoice and i will appreciate
it if you can handle it before the close of banking
transactions for today.
| cant take calls now so an email will be fine.

Sent from my iPhone
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Type #2: Bogus Invoice Schemes Avoiding BEC Scams
Always check the sender and verify it is

« Impersonate trusted vendor or supplier legitimate
* Usefakeinvoices _ Check reply-to addresses as well
« Point you to new location for wire . -
transfer Check links before clicking
INVOICE
[/UNe..... o/we.......
B | : Random Bait to Chew On
ogus invoices
. . . Top malicious
Top phishing disguises:
o PP gdisg attachments:
T e Bils snvoices (199%) Offce files (38%)
A Irv::r:::,niu:'ymso,zmss:ﬂ:«m Email delivery failures (15.3 A))D Archive files [.zip/etc.] (37%)
Legal / Law enforcement (13.2%) PDF files (14%)
Good Day, Scanned documents (11.5%)
Please kindly review the attached invoice for your perusal. Package delivery (3.9%)
Best Regards,
e Top Phishing Lures: Highest Click Rates:
Izae:'efso/v:?:cc; Z‘:br\‘\?\gge;echnc\og\eslnc Dropbox Accounts Docusign (7%)
Brandon@pct.cc Financial Institutions Dropbox (2%)
Generic Email IRS (1%)
Credential Harvesting
ojme... [IuNe...... 2

App State fleeced for almost $2 million by scam;
feds get most of the money back

In 2016, Appalachian State hired Charlotte-based Rodgers Construction
to build its new health science college facility. That October, the company
filed a form with the school to establish wire transfers and direct deposits.

Two months later, a staff member in the App State’s controller’s office
received an email purported to be from Doug McDowell, the controller for =
Any Questions

The email included a new direct deposit form along with instructions that
the school should reroute company payments to a bank account at
JPMorgan Chase. About a week later, some $1.96 million was sent to the
new location.

On Dec. 20, the real Doug McDowell contacted App State to ask why the
company had not received its money.
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