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Today’s Questions

• Can we restrict, limit, delete 
comments made on law 
enforcement “official” social 
media accounts?

• What applications are being 
used by law enforcement 
for investigations?
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Official Police Department
Social Media Sites
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Three Prong Test to Assess 1st

Amendment Violation
1) Whether the defendants 

acted under color of law in 
operating their social 
media accounts

2) Whether the accounts 
were public forums

3) Whether the defendants 
engaged in prohibited 
discrimination
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Operating Under Color of Law
The actor uses the account “for conducting official business” and 

has given the account “the trappings of office”

• Official business may include disseminating official information, 
communicating with constituents, and using governmental staff and 
resources in operating the account

• Trappings of office may include the use of official titles, governmental 
language and imagery, links to official internet sites in the timeline, 
and frequent reference to official matters in the content
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Forum Type
• Based on recent case law, 

government established SM accounts 
are “at least limited or designated 
public forums

• Some argue it is a traditional public 
forum
– Retired US Supreme Court 

Justice Stevens called it the “most 
public of spaces”

• Purpose statements and comment 
policies are needed
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Rules of the Game for
A Limited/Designated Forum

• Government defines purpose and allowed 
expression.

• Courts defer to government’s choices if rational in 
relation to the stated purpose.

• Viewpoint discrimination is always prohibited.

7

Prohibited Discrimination
• Viewpoint Discrimination: 

Prohibited under any 
circumstance

• Content Discrimination: Only 
allowed when government 
satisfies strict scrutiny of 
restriction “necessary to serve a 
compelling state interest and 
that it is narrowly drawn to 
achieve that interest”

*Less Restrictive Measures Offered by Social Media Platforms May Tip the Scales*
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Current Social Media Case Law

• Governmental Speech Determination Led to:
– @realDonaldTrump Twitter account cannot block followers 

(First Amendment violation). Knight First Amendment Institute v. 
Donald J. Trump, 302 F. Supp. 3d 541 (2018)

– Loudon County Board Chair’s Facebook page (“Chair 
Phyllis J. Randall”), cannot block followers or restrict 
comments that criticize official conduct of elected officials. 
Davison v. Loudoun County Board of Supervisors, 267 F. Supp. 3 702 (2017)

• Judge Cacheris wrote “Such ‘criticism of . . . official conduct’ is not 
just protected speech, but lies at the very “heart” of the First 
Amendment.”
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Robinson v. Hunt County, 2019
– The Hunt County Sheriff Office posted a SM policy that stated “inappropriate” 

comments would be deleted.  Ms. Robinson (citizen) posted a comment stating 
that “degrading or insulting police officers is not illegal, and in fact has been 
ruled time and time again, by multiple US courts as protected First Amendment 
speech,” and “just because you consider a comment to be ‘inappropriate’ 
doesn’t give you the legal right to delete it and/or ban a private citizen from 
commenting on this TAX PAYER funded social media site.”

– 5th Circuit Court ruled in her favor stating Robinson contends that the 
defendants’ actions constitute viewpoint discrimination regardless of whether 
they were motivated by her criticism of the Sheriff’s Office or a determination 
that her comment was otherwise “inappropriate.” We agree. “It is firmly settled 
that under our Constitution the public expression of ideas may not be prohibited 
merely because the ideas are themselves offensive to some of their hearers.” 
Street v. New York, 394 U.S. 576, 592 (1969); see also Snyder v. Phelps, 562 
U.S 443, 454–56 (2011). Official censorship based on a state actor’s subjective 
judgment that the content of protected speech is offensive or inappropriate is 
viewpoint discrimination.
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EFF/PETA v. Texas A&M

• Fascinating case settled out of court
– Texas A&M used the expanded profanity filter 

option to include words like "PETA," "lab," 
and "cruel"

– They also removed comments manually 
related to PETA type posts about their dog lab

– Judge refused to toss case of viewpoint 
discrimination based on “content filtering”
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The Government’s Speech 
and the Constitution

“But once the government chooses a platform 
that permits public comment, it has created a 
type of forum for nongovernmental parties’ 
speech, and it is now bound by traditional First 
Amendment principles when regulating the 
speech of the commenters...”

Helen Norton
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What About the “Govt Speech” 
Claim?

• Govt claims “one way communication of government speech”, but 
there are clear examples of general commentary on almost all sites 
so the claim falls short.

• Most governments appear to  allow positive statements but hide or 
delete any negative statements, which is…

• Golden Rule of Social Media: if you don’t want to have 
commentary from the public, then don’t use social media for 
communication purposes (stick to your traditional website)

13

14



UNC School of Government

Shannon Tufts
tufts@sog.unc.edu, 919-962-5438 8

15

16



UNC School of Government

Shannon Tufts
tufts@sog.unc.edu, 919-962-5438 9

Back to Your Comment Policy
• Create a robust, legal, and routinely enforced comment 

policy.
• Create a policy that states all comments must be related 

to items within the authority or jurisdiction of your 
governmental entity.
– This allows some of the “nutty” stuff to be removed (like Area 51 

comments, etc)
• You cannot create a broad policy that creates viewpoint 

discrimination ever!
– If you delete commentary that is not related to your entity’s 

jurisdiction or authority, you must delete all such commentary, 
not just the items that you disagree with.

•
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Time for Policy Analysis
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We welcome you and your comments to our Agency’s 
Facebook pages.

The purpose of this site is to present matters of public interest 
in the jurisdiction, including its many residents, businesses and 
visitors. 

We encourage you to submit your questions, comments, and 
concerns, but please note this is a moderated online 
discussion site and not a public forum.
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Once posted, the Jurisdiction reserves the right to delete submissions that 
contain:
1. profane language;
2. personal attacks of any kind;
3. offensive comments that target or disparage any ethnic, racial, or 

religious group.

Further, the County also reserves the right to delete comments that are: 
(i) spam or include links to other sites
(ii) clearly off topic;
(iii) advocate illegal activity;
(iv) promote particular services, products, or political organizations;
(v) infringe on copyrights or trademarks;
(vi) use personally identifiable medical information; We recommend you 
not share any of your medical information on our Facebook Pages.
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Model Policy Language
The XXX City/County uses social media to interact with residents, businesses and 
visitors about public issues related to our jurisdiction. Please note this is a moderated 
online discussion site and subject to North Carolina Public Records Laws, and e-
discovery laws and policies.  All comments and content shared on our government-
sponsored social media sites must pertain to items within the jurisdictional control or 
authority of our governmental unit. 

XXX City/County reserves the right to delete submissions that do not meet the 
purpose of this site as set out above. The following are examples of unacceptable 
social networking content and comments. Please note this list is not intended to be 
all-inclusive:
1. Any content or comments that do not relate to the jurisdiction or authority of the 

jurisdiction itself.
2. Profane or obscene language or content as determined by the profanity filters 

offered through each social media platform (such posts result in the 
comment/content being blocked through the social media’s profanity filter).

21
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3. Content that promotes, fosters, or perpetrates discrimination on the basis of race, 
creed, color, age, religion, gender, marital status with regard to public assistance, 
national origin, physical or mental disability, or sexual orientation, or any other 
protected class of people.

4. Duplicate posts by the same author (the original post will be left intact assuming it 
follows the guidelines of acceptable comments or content).

5. Solicitations of commerce and/or, including content that contains gratuitous links (links 
or references to other relevant governmental webpages or official government sites are 
acceptable).

6. Promotions or content related to political organizations of any type.
7. Advocation of illegal activity; or those that compromise safety or security of the public.
8. Infringement on copyrights or trademarks.
9. Confidential or non-public information, including but not limited to any personally 

identifiable medical information and any content that violates the legal rights of the 
owner of said content.

Please note that the opinions and comments expressed on this social media site do not 
reflect the opinions and positions of the XXX government, its officers or employees. If you 
have any questions concerning the operation of our social media platforms and the 
moderated discussion rules, please contact the XXX.
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Can We Restrict Negative 
Commentary Related to Individual 

Police Officers?

No, if the comment is 
related to something within 
the authority or jurisdiction 

of the government and 
does not violate any other 

comment policy items

Yes, if the comment is 
outside the jurisdiction’s 

authority/jurisdiction and/or 
violates comment policy 

items

24
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Hiding vs. Deleting 
Comments?

• There is no legal (First Amendment) difference 
between hiding and deleting comments

25

More Golden Rules
• Consider your social media platforms along the lines 

of a public meeting to analyze legality of your actions

• Consider a policy addition that requires notice to 
commentor when said comment violates policy and 
will be removed, along with time period for response

• If you don’t want negative public comments, don’t 
use Facebook.

26
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Investigatory Tools Used 
by Law Enforcement
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Common Uses
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Know 
the

29

Tools of the Trade
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Comprehensive Resource

https://osintframework.com/
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GeoFeedia & Dataminr

• GPS-based monitoring 

• Analyze publicly 
available data feeds 
and provide “public 
alerts” to law 
enforcement

32
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ClearView AI
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Got Twitter?
Get TweetBeaver.com!
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https://tweetbeaver.com/
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Instagram Worthy?
Use DownloadGram!
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Google Reverse Image Search
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https://socialbearing.com
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Another smart phone

Screen recording software

A Secondary Recording Device
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• https://www.trackreddit.com/dashboard.php

• https://redditinsight.com/

Search Tools
• https://cyberbackgroundchecks.com

YouTube GeoFind
• https://mattw.io/youtube-geofind/location

Useful Webinar on Social Media Investigations
https://www.brighttalk.com/webcast/17161/365138

Other Tools
Reddit Search Tools

39

Regulating 
Employee Behavior

40

https://www.trackreddit.com/dashboard.php
https://redditinsight.com/
https://cyberbackgroundchecks.com/
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First Amendment 
• Three prong test (Pickering, Garcetti cases)

– Is the issue a matter of public concern?
– Is the employee speaking as a function of their job 

duties?
– Whose interests are more important—government or 

individual?
• Location/time of posting matters
• Position matters

41

To determine if a public employer unlawfully retaliated 
against an employee for the employee’s speech, recent 
court decisions ask three questions:

1. Whether the employee engaged in protected speech?

2. Whether the action taken against the employee would 
discourage an individual of ‘ordinary firmness’ from engaging 
in the activity that led to their discipline?

3. Whether the employee’s protected speech was ‘a 
motivating factor’ behind the adverse action taken against 
the employee?

42
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Conduct Becoming
• The more important you are, the more your behavior matters

– Key issue noted in Bennett vs. Metro of Nashville was the employee’s 
low-level position

• Blurring of personal and professional lines

• Many issues are emerging
– Judicial behavior
– Teacher actions
– Public safety professionals (Savannah firefighter case)

• Policies governing speech/behavior cannot be overly broad

43

Case: 

Female government employee gets her nipple pierced and 
documents the process on personal SnapChat.  

A Commissioner is shown a screenshot of said activity.  

Commissioner calls for employee to be terminated.  

Other Commissioners believe it is illegal to fire her.  

They have no written conduct policy.  

What do you advise?

44
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Analysis/Recommendation:
Legal Perspective 
1. Piercings and tattoos not protected speech (generally speaking)
2. Depends on their specific employment contract 
3. Presence of policies related to employee conduct during non-work hours

Practical Perspective: 
1. Event coordinator is not operating in an official capacity on that social 

media platform (meaning it is her personal snap chat site and not one set 
up for the town) 

2. She doesn’t tie herself to the jurisdiction on that site expressly
3. The organization has no conduct policy in place

Not advisable to fire or discipline: sit down and have a chat about about how 
her posts might create situations for her in your organization (or other 
organizations)

45

Formal, Written Conduct Policy
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Sample PD Social Media Policy 
Section V. Personal Use

47

48



UNC School of Government

Shannon Tufts
tufts@sog.unc.edu, 919-962-5438 25

49

50



UNC School of Government

Shannon Tufts
tufts@sog.unc.edu, 919-962-5438 26

Apply the Policy: 
Round 1
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Officer A’s FB Posting
“Sitting here reading posts referencing rookie cops becoming 
instructors. Give me a freaking break, over 15 years of data 
collected by the FBI in reference to assaults on officers and 
officer deaths shows that on average it takes at least 5 years for 
an officer to acquire the necessary skill set to know the job and 
perhaps even longer to acquire the knowledge to teach other 
officers. But in today’s world of instant gratification and political 
correctness we have rookies in specialty units, working as field 
training officer’s and even as instructors…”
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Officer B’s FB Response
Well said bro, I agree 110%... Not to mention you are seeing 
more and more younger Officers being promoted in a Supervisor/ 
or roll. It’s disgusting and makes me sick to my stomach DAILY. 
…

Perfect example, and you know who I’m talking about..... How 
can ANYONE look up, or give respect to a SGT in Patrol with 
ONLY 1 1/2yrs experience in the street? …

It’s a Law Suit waiting to happen. And you know who will be 
responsible for that Law Suit? A Police Vet, who knew tried telling 
and warn the admin for promoting the young Rookie who was too 
inexperienced for that roll to begin with. 
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Policy Violation?
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Policy can still violate the law
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Apply the Policy: 
Round 2
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FB Profile 
Picture

Posted by Town on 
their FB Page

Undercover Officer 
Posted on Personal 

SM Page
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Policy Violation?
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Policy must be routinely and 
equitably enforced
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Apply the Policy: 
Round 3
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My Apologies in Advance
These are a police officer’s public FB postings
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Policy Violation?
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Apply the Policy: 
Round 4
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Profile Pictures
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Policy Violation?
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• Requiring employees to identify their association with the agency whenever 
they are commenting on official services/products as part of official job 
duties (example: FB engagement)

• Requiring disclaimers when employees that his/her views do not represent 
the views of the agency when commenting on governmental content

• Suggesting caution when posting photographs and names of co-workers or 
citizens (common area for HIPAA violations)

• Reminder that agency has the right to lawfully and respectfully monitor 
employee social media postings and other online activities for compliance 
with agency policies. This monitoring usually occurs if the agency staff have 
“friended” one another or if a citizen brings in material from a person’s 
postings 

Other Common Topics
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Regularly Check Your SM Settings!
• Turn on “Approve all 

tagged posts or photos 
prior to posting to my 
page”

• Limit who can send you a 
friend request 

• Limit searching for your 
account on search 
engines
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