¢

Carolinas IT

‘ Experience
Peace of Mind

HIPAA Security
North Carolina Public Health Association
13-September-2016

' (

Carolinas [T ==
N

' (

Carolinas [T

A |

9/8/2016



Security Risk Assessment
(SRA)

*The SRA helps the organization ensure it is compliant with
HIPAA administrative, physical and technical safeguards

*The SRA is required by the HIPAA Security Rule

*Correspondingly, the SRA is required for attestation to
CMS-Meaningful Use Stage 1 and 2
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HIPAA Security Clue 2 — We need a SRA because our ePHl is a
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he root cause in 50% of ePHI data
s 45% in 2015.

e Crim ered entities and BAs has increased

Ponemon Institute 2015 and 2016 Benchmark Study on Privacy and Security of Healthcare Data
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HIPAA Security Clue 3 — A breach of ePHI will result in loss of

"R I Eag/lul 1 [ R E|[D]

a

' (

Carolinas [T

A |

9/8/2016



Compliance is NOT Security

Comprehensive Audit Approach addresses
five of the top five CIS Critical Security
Controls (see cisecurity.org)

*HealthIT Checklist partially addresses two
of the top five CSCs
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Risky Thinking — “I can’t afford an audit-led SRA”

Can you afford a Breach?

» Single Loss Expectancy (SLE) = Asset Value or Fines x Exposure
Factor

* Annualized Loss Expectancy = SLE x Annual Rate of Occurrence
— Checklist ALE (one incident) = S50K x 45% = $22.5K

— Audit Guided ALE (one incident) = S5K x 45% = $2.25K
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HIPAA Security Clue 4 — Employingan _ approach to the
assessment is the best way to systematically identify locations of ePHI.
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Carolinas IT SRA Approach

The Goal: to reveal the areas where your ePHl is at risk and
recommend steps to reduce that risk

* Diagnostic Tools (vulnerability, AD scans) / N\
* Checklists & - '

* Professional Reports

* Guided by an ISACA Certified Information Systems Auditor

* Customized to your organization
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HIPAA Security Clue 5 — Security training is required annually, but it
should be more
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HIPAA Security Clue 6 —Business Associate .~~~ are
a necessity, but there are several misconceptions.
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BAA Myths
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Congratulations!
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Thank You!

R. Greg Manson
Director of Audit and Compliance
Greg.Manson@CarolinaslIT.com, 919-573-4084

1600 Hillsborough Street
Raleigh, NC 27605

www.CarolinasIT.com
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